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Call – Cyber situational awareness and defence capabilities, military 

networks and technologies for secure communication and information 

sharing (call for proposals – 2019) 

 

The Capability Development Plan (CDP) analysis points to an increasing risk of 

disruption through cyber-attacks. It also underlines that cyber technologies, such as 

cyber situational awareness technologies and defensive cyber technologies are essential 

to counter cyber security threats faced by Member States, and in particular the Union 

and Member States' command structures from tactical to strategic level. 

It also identifies the need to communicate and share information through employing 

deployable interoperable communications system and data–sharing platforms (including 

data storage and sharing capabilities), ad-hoc and distributes networks.  

 

Proposals are invited against any of the following topics  

 EDIDP-CSAMN-SDN-2019: Modular and adaptive tactical network to control, 

change and manage network behaviour, including cyber security; 

 EDIDP-CSAMN-SSC-2019: Software suite enabling real–time cyber defence 

situational awareness for military decision-making; 

 EDIDP-CSAMN-SSS-2019: Software suite solution, enabling real-time cyber 

threat hunting and live incident response, based on shared cyber threat 

intelligence. 

 

Budget 

The Union is considering a contribution of up to EUR 17 700 000 to support proposals 

addressing any above-mentioned topic and its associated specific challenge, scope, 

targeted activities and main high-level requirements. 

 

Several actions, addressing different topics, may be funded under this call.  



 Limited – DRAFT for governmental use only 

2 
 

Modular and adaptive tactical network to control, change and manage 

network behaviour, including cyber security 

EDIDP- CSAMN-SDN-2019 

 

Specific challenge 

Software Defined Networking (SDN) is an evolving network architecture that focuses 

on the separation of control and data planes. SDN addresses the fact that the static 

architecture of conventional networks is not well-suited to todays’ high-bandwidth and 

very dynamic networking applications. SDN allows: (a) network behaviour to be 

controlled by software (programmability), (b) the creation of logically centralised 

network topologies which enable the intelligent control and management of resources, 

(c) the abstraction of services and applications from the underlying technologies and (d) 

vendor-neutral networking infrastructure and openness.  

SDN-enabled network architectures require reliable and high data rate communication 

between the network devices (SDN switches) and the SDN controller. Tactical networks 

on the other hand, may offer low rate and unreliable wireless links between highly 

mobile nodes. Thus, although SDN can offer significant benefits to tactical 

communications, it is clear that a tactical network relying on SDN technologies will 

need to be very different from a typical civilian deployment as we know it today. 

The main difficulties that a tactical SDN will need to overcome are: 

 Highly mobile and heterogeneous end-nodes with no access to fixed network 

infrastructure; 

 Unreliable and low data rate wireless links; 

 Limited resources (power, bandwidth, data-storage, size and weight); 

 Mission driven and frequent reconfiguration requirements; 

 Strict physical and cyber security requirements (SDN controller may be a single 

point of failure) in a highly aggressive and insecure environment; 

 Demanding logistics including backwards compatibility with legacy systems. 

 

Scope 

Proposals shall address the feasibility and design of SDN-enabled networks suitable for 

tactical use. All of the following areas should be covered: 

 Network technologies, topologies and protocols suitable for tactical SDN-

enabled networks; 

 Requirements that should be applied to the corresponding tactical SDN 

controller; 

 Use of Software Defined Radio (SDR) wireless nodes integrated in SDN-

enabled tactical networks; 

 Power, bandwidth and storage requirements and trade-offs of tactical SDN 

switches and controllers; 

 Cyber security requirements, threats and counter-measures for tactical SDN-

enabled networks; 
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 Demonstration of an SDN testbed that will allow the evaluation of SDN 

concepts in representative tactical scenarios from a technical and operational 

point of view. The testbed is expected to: 

o Rely on non-proprietary wireless technologies in order to facilitate ample 

testing, experimentation and evaluation from various actors; 

o Incorporate a limited number of heterogeneous mobile nodes; 

o Rely on existing SDN technologies and protocols that will be suitably 

integrated and/or modified and/or enhanced to facilitate the required 

validation setup. 

 

Targeted activities 

This proposal should cover feasibility study and design, including the following 

activities: 

 Collection and analysis of the end-users (armed forces) requirements at the 

tactical and tactical edge level with regards to existing networking SDN 

solutions; 

 Definition of performance indicators to evaluate technical solutions versus the 

end-users requirements; 

 Study of SDR and SDN interoperability requirements, constrains and 

consequences; 

 Development of a tactical SDN testbed that will allow proof-of-concept; 

 Definition and execution of extensive laboratory tests and cyber-attacks under 

representative tactical scenarios; 

 Collection and analysis of data for performance evaluation and insights 

provisioning; 

 Suggestion of roadmaps for further development of tactical SDN R&T
1
 efforts. 

 

Main high-level requirements 

The following general requirements shall be fulfilled by the SDN testbed: 

 The testbed shall allow the experimentation with various technologies, network 

topologies and protocols suitable for tactical operations; 

 The testbed shall allow the definition of representative tactical scenarios through 

the configuration of highly dynamic experimentation conditions; 

 The testbed shall allow the evaluation of the communication performance, 

robustness and resilience in at least three cases: controller to controller, 

controller to switch, switch to switch; 

 The testbed shall be able to demonstrate resource reallocation and policy 

enforcement on demand and produce the respective performance indicators; 

 Cybersecurity enabling protocols and components shall be identified and tested 

including the elimination of single point of failures; 

                                                           
1
 Research and Technology 
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 SDN switches and controllers shall comply with realistic tactical Size, Weight 

and Power (SWaP) requirements. 

 

Expected impact 

 Identify the necessary modifications to the existing SDN systems in order to 

make them suitable for tactical networks and operations; 

 Assess the advantages and disadvantages of applying SDN technologies to 

tactical communication networks based on objective Key Performance 

Indicators (KPIs); 

 Support the development, competitiveness, efficiency and strategic autonomy of 

European industry in the field of SDN products and technologies; 

 Enhance the interoperability of tactical communication systems of coalition 

forces; 

 Create secure ad-hoc and distributed networks avoiding the existence of single 

points of failure. 
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Software suite enabling real–time cyber defence situational awareness 

for military decision-making 

EDIDP- CSAMN-SSC-2019 

 

Specific challenge 

Cyber Situational Awareness (CSA) enables commanders to have a clear understanding 

of the threats landscape in order to manage cyber risks during the planning and conduct 

phases of a military operation. In 2013, EU Member States identified, within the EDA
2
 

cyber defence project team, the need for capabilities to enable military commanders to 

put in place measures to mitigate the risk of cyber-attacks at all operational levels. An 

important prerequisite was to provide CSA for the commander and related staff. 

The analysis of the state-of-the-art in CSA suggested that there are neither commercial 

nor open-source CSA solutions that appropriately match the full capabilities raised by 

military end users, as it was echoed by the EDA. Although certain capabilities might be 

more mature than others, all-in-one solutions are not available yet. In order to overcome 

this shortcoming, the proposals against this sub-topic should be complementary to any 

ongoing EDA project.  

 

Scope 

Proposals submitted to this call must bring support to the ongoing CSA capabilities of 

the Member States. In this way, they shall focus on providing operational prototypes of 

software suites for enabling real-time CSA that facilitate military decision-making. 

Contributions should introduce cognitive visualisation tools and integration with 

existing sensors. The system should be multi-tiered meaning information, which shall 

be aggregated according to the needs of the viewer on technical, operational or strategic 

level. 

 

Targeted activities 

Proposals should cover the following activities related to design and system 

prototyping, not excluding upstream and downstream activities required for supporting 

the acquisition of CSA and incident response: 

 Automatic data collection, normalization, aggregation, and fusion from various 

data sources, including, but not limited to, Network Operation Centers (NOC), 

Security Operation Centers (SOC), Cyber Threat Intelligence (CTI), 

conventional security sensors (e.g. firewalls, SIEMs
3
, NIDS/NIPS

4
, FPC

5
, DPI

6
, 

etc.), and Mission Planning Systems (MPS); 

 Impact and risk calculation on assets and services held by computer information 

systems and missions, including those that support the instantiated CSA 

                                                           
2
 European Defence Agency 

3
 Security Information and Event Management 

4
 Network Intrusion Detection Systems / Network Intrusion Protection Systems 

5
 Full Packet Capture 

6
 Deep Packet Inspection 
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capabilities. This must cover at least alerts, warning, errors, anomalies and any 

other symptom of suspicious activities; 

 Risk management and decision support capabilities aiming on enhancing the 

most suitable Courses of Action (CoA), which should rely on simulating 

countermeasures, constructing what-if scenarios and instantiating catalogues of 

predefined policy-driven actuations; 

 Knowledge acquisition from the discovered symptoms, anticipation of the next 

steps of the attackers, and projection of the damage spreading throughout the 

protected environment;  

 Graphical visualization of sensors, actuations, cyber risks and missions courses. 

The commander view must provide any additional information for facilitating 

the acquisition of CSA, including CTI, geographical data, network status or risk 

level. It must display the suggested CoA and the predictions of the status of the 

monitoring environment; 

Proposals could also include the development of small-scale testbeds for local 

validation and calibration of the capabilities to be developed. They include gathering 

up-to-date datasets and synthetic traffic/behaviours simulations.  

 

Main high-level requirements 

The following general requirements shall be fulfilled: 

 The system shall implement modern and intuitive user interfaces supporting 

commanders and operators in all their operational, technical and training needs;  

 Usability should be the cornerstone of their system design, thus allowing rapid 

installation, administration, operation and training; 

 Contributions shall be able to be reconfigured to be suitable to interface with 

different types of networks and to support different protocols; 

 A foremost requirement to be developed is the security of the CSA capabilities 

themselves. The solution proposed should present greater levels of availability, 

confidentiality and integrity than the protected environment; 

 The selection of related technological solutions and standards shall strong focus 

on their obsolescence management and the proposals interoperability; 

 The system shall be able to simultaneously operate on different security 

domains, and they shall handle the information security requirements to properly 

control the information flows between these domains and external systems; 

 The system shall provide dynamic, scalable and resilient solutions, which must 

be capable of easily integrating all the actors and nodes involved at each 

mission; 

 The proposed solution shall be constructed and documented to satisfy minimum-

security requirements according to NATO and EU security rules for processing 

classified information up to EU SECRET and equivalent NATO security level; 

 The system shall generate an audit trail for the following operations carried out 

by users: 
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o Security events on the system, like login attempts, successful logins, 

logouts, attacks detected (e.g. brute force attacks); 

o Administration tasks; 

o Security administration tasks. 

 The proposed solution shall be adapted to the EU generated doctrine.  

 

Expected impact 

 Develop a critical enabler for CSDP (Common Security and Defence Policy) 

operations and missions; 

 Improve situational awareness, resilience and security of EU and Member 

States operations; 

 Support the development of Member States’ cyber defence capabilities; 

 Facilitate defensive cyber operations in any operational context; 

 Facilitate military decision-making;  

 Manage cyber risks during the planning and conduct phases of an operation;  

 Enable military commanders at all operational levels to understand and manage 

the risk of cyber-attacks; 

 Provide a clear understanding of the cyber threat landscape including system 

vulnerabilities and attack vectors.  
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Software suite solution, enabling real-time cyber threat hunting and 

live incident response, based on shared cyber threat intelligence. 

EDIDP- CSAMN-SSS-2019 

 

Development of cyber situational awareness technologies and defensive cyber 

technologies are essential to counter cyber security threats faced by EU Member States, 

and in particular EU and Member States' command structures from tactical to strategic 

level. 

 

Specific challenge 

Cyber-attacks continue to increase in frequency and sophistication, presenting 

significant challenges for public or private organizations that must defend their data and 

systems from capable cyber threat actors. These actors range from individual, 

autonomous attackers to well-resourced groups operating in a coordinated manner as 

part of a criminal enterprise or on behalf of a nation-state. Threat actors can be 

persistent, motivated, and agile, and use a variety of Tactics, Techniques, and 

Procedures (TTPs) to compromise systems, disrupt services, commit financial fraud, 

and expose or steal intellectual property and other sensitive information.  

Concerning the need of EU to meet the EU CSDP military level of ambition there is a 

requirement for the development of a cyber threat information sharing and Endpoint 

Detection - Response framework (EDR) with extensive cyber defence and incident 

response capabilities. 

This framework should be capable of early detecting, mitigating, responding and 

sharing information related to known and unknown cyber threats targeting EU Member 

States, causing detrimental effects on EU civilian and military missions and operations.  

 

Scope 

Proposals shall address feasibility, design and development of a system that is capable 

to provide cyber situation awareness through information sharing combined with 

advanced cyber defence capabilities such as threat hunting, continuous monitoring and 

effective incident response to all EU Member States.  

 

Targeted activities 

The proposal for EDIDP should cover feasibility study and design of the system 

including, but not limited to: 

 Feasibility study with a focus on the expected impact on the end-users; 

 Concept of operations (CONOPS);  

 System specification and architecture definition; 

 Preliminary Design Review (PDR) and Critical Design Review (CDR). 

The proposal should also include the release of preliminary versions of the final 

deliverables to verify and test the functionality and detailed timelines and milestones to 

identify the progress priorities, according to operational needs of EU and Member 

States. 
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Main high-level requirements 

The System shall fulfil the following high-level operational requirements: 

 State-of-the-art system, with modern, intuitive user interface supporting 

military Computer Incident Response Centre (mCIRC) analysts in all their 

operational, technical and training needs. Usability should be the cornerstone 

of the system design allowing the rapid familiarization, administration, 

operation and training; 

 Use of modern techniques and information handling approaches, including but 

not limited to artificial intelligence and machine learning; 

 The proposed system shall be scalable and modular focused on expanding and 

meeting the future operational capabilities and allowing other PESCO
7
 or EU 

defence projects to be linked, integrated or implemented through this one; 

 The proposed system shall be based on a modern service oriented architecture 

with an extensive use of open standards, allowing full compatibility with 

NATO and national systems, both military and civilian; 

 The system shall be easily deployable in different environments according to 

each Member States’ needs; 

 The system shall meet the highest information security requirements to 

properly control the information flows between Member States; 

 The system shall be able to be deployed over a variety of datacentres and 

COTS IT
8
 equipment and will be able to operate in virtualized capable and 

resilient, capable of easily integrating all the actors and nodes environments in 

conjunction with specific security equipment, such as Information Exchange 

Gateways (IEGs), firewalls, Intrusion Detection and Prevention Systems (IDSs 

and IPSs), etc.); 

 The system shall be able to support the mCIRC availability requirements 

providing an open, scalable, high availability and transparent failover 

architecture; 

 The system shall be secured-by-design; 

 The system shall be adapted to the EU generated doctrine. 

 

The acknowledgement of cyberspace as an active operational domain implies an 

increasing need for cyber threats information sharing, in order to help EU Member 

States to efficiently cope with the constantly evolving cyber threat landscape.  

The proposed system shall deliver a cyber threats and incident response information 

sharing technology with extended cyber threat hunting and defence capabilities (EDR). 

More specifically the system shall provide: 

 Incident handling and response capability (both remote and onsite); 

                                                           
7
 Permanent Structured Cooperation 

8
 Commercial Off-The-Shelf Information Technologies 
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 Centralized access to massive endpoint data facilitating cyber defence analysts 

hunt for threats in real-time as well as conduct in-depth investigations in case 

of an incident; 

 A platform agnostic architecture; 

 Advanced information processing capabilities; 

 Multi-layer access control (restrict access to users based on their roles); 

 Data export features; 

 Built-in correlation of existing malicious TTPs; 

 Advanced dashboards and visualizations to endorse decision-making process. 

 

Expected impact 

 Enhance the EU ability for effective CSDP operations and missions in the 

cyberspace; 

 Review, extend and optimize existing information sharing mechanisms and 

procedures among the EU Member States; 

 Help the EU Member States adopt a cyber threat intelligence driven incident 

response culture (active defence - more proactive measures meaning pre-

emptive actions could be taken based on the quality of the threat intelligence); 

 Build a common cyber awareness culture among EU Member States; 

 Integrate CIS (Communication and Information Systems) and ISR (Intelligence, 

Surveillance and Reconnaissance) means provided by Member States, EU 

forces, NATO and civil agencies; 

 Improve situational awareness, resilience and security of EU operations; 

 Reinforce interoperability of EU Member States armed forces; 

 Reduce the cost of European military missions. 

 


