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Mot d’accueil

Florence Blazy
Coordinatrice du Hub Open Source

Systematic Paris-Region



Un écosysteme d’excellence  Systematic

de +de 900 membres Paris Region Degp Tech Ecosystem

160

Organismes
de R&D et
Recherche

< VvV ¢
4 Systematic_

Paris reglon Deep lech tcosystem

4,05 Milliards

de R&D fin 2024

20

Investisseurs

Grands
Groupes

849 Projets

d’innovation
financés fin 2024

550 30

Start-up . Partenaires
TPE/PME/ETI/ () institutionnels
M , ) France ‘ Ay
Associations : & Collectivités 200 Experts

| L
Pt peeded]

1,4 Milliard d’€

de fonds levés entre 2022 & 2024
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Le Hub Open Source

{ e Pl svstemaic

ng[ Source PHHS HB[]IUI Deep Tech EUSVSIEm

Objectifs du Hub Open Source :
*  Promouvoir la filiere professionnelle de I'open source,
* Accompagner les organisations sur leur approche et passage en open source,

* Soutenir le développement des membres sur les volets R&D, compétences,
business, financement,

* Favoriser 'émergence de socles et briques technologiques open source et
standards, et le développement de solutions souveraines

Membres du Hub Open Source

15 ans d’existence

150 membres :
PME, ETI,
Grands groupes,
académiques
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Le Hub Open Source 4 @ B4 Systematic

Open Source PBHS HB[]IUH DeepTech EUSVSIEm

Open Source Experience 2025 Atelier sur les enjeux juridiques de l'open source  Cycle de conférences « Open Source Business Lab »

- . ATELIER
A e "REPONSES D'EXPERT"

DECEMBRE 2025 oPEN I = [ 08.06.2022 | 09h00 - 12h00 ] S U RC E CYCLE D A'TEX:\ERS

Stratégies

PARIS SOURCE R Appréhender les enjeux juridiques BUSINESS et modéles

économiques

Cité des Sciences EXPERIENCE | DE L'OPEN de I'Open Source LAB Open Source
SOURCE ! ,I’\vt'ar.:l_h;no;, ?gssilgntinn;):atil?g ouvgrta. '
HOSXP2025 spécialiste de I'Open Data et de I'Open Source . '

m W N Deep lech tcosystem
Livret bleu open source  Ljvret Bleu du Logiciel Libre :

R . . Sécurité de la supply chain
pour I'loT Les modeles économiques PPy

des logiciels open source Etude annuelle marché/filiere Open Source

[ systematic: - BLEUS ! '
2 . markess.

LOGICIEL- .
SUPPLY CHAIN LOGICIELLE Open Source Monitor

Modéles gestion des dépendances Open Source Erance

economiques %, Y3
< 1er juin 2023 | 9h00 - 17h00 CNILL {sysienatc ]
ECE | PARIS i

CECE %i5%ance ZE@ ZEMIM

L swstomatic

8 10na12h ‘

@iﬁ _ THE INTERNATIONAL CONFERENCE FOR

Iternatives

open source & VMware THE DEVELOPERS AND USERS OF THE

: s =w3 PYTHON PROGRAMMING LANGUAGE
16.05.24 ‘ 10 rue des Terres au Curé : T 14th & 15th November, Epita, Paris

= 14h 3 17h30 75013 Paris



https://systematic-paris-region.org/livret-bleu-open-source-pour-liot-a-lere-du-edge-computing/
https://systematic-paris-region.org/download/logiciel-libre-les-modeles-economiques/

4 Systematic

Paris Region Deep Tech Ecosystem

" Merci a notre partenaire et a nos sponsors :

"N SCIENCES
b SORBONNE

UNIVERSITE
@OCamlm THALES

we can all trust

AdaCore CENIOTELIE

zetta @ XBTO
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RUST PARIS 2025

Notre partenaire

"N SCIENCES

SORBONNE
UNIVERSITE

Emmanuel Chailloux

Professeur émeérite
LIP6, IRILL, Sorbonne Université

Membre du comité de pilotage du
Hub Open Source de Systematic
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RUST PARIS 2025

Sponsor Gold

@ OCaml s}

Fabrice Le Fessant
CTO, OcamplPro

Membre du comité de pilotage du
Hub Open Source de Systematic




OCaml 4Xe)

The Art of Programming




Experts en langages de programmation depuis 2011

Un ADN recherche

. L,
80% de nos ingenieurs ont une Des projets innovants et reconnus

these (mais 95% sont quand méme (ICO Tezos 250M€, Kopek, spin-off
sympas) aprés un AP du CNC)

Appliqué aux problemes de I'industrie

e Compilateurs, interpréteurs, analyseurs et outils de développement
e Conception de langages métiers
e Regain de maitrise sur du code legacy

Sur des technologies variees

Wasm OCaml Rust COBOL SQL JS Solidity C Méthodes formelles



Depuis 2020, OCamlPro fait aussi du Rust

Accompagner vers Rust Construire en Rust
e Formations e DSLs
e Senior as a Service e (Geénérateur de code depuis SysML
e Prototypage e Serveur de transactions
e Accompagnement a la migration e Micro-services
e Contributions au compilateur



Rencontrez-nous !

https://ocamlpro.com




RUST PARIS 2025

Sponsor Gold

THALES
Building a future we can all trust

Sébastien Lejeune
Open Source Advocate @Thales

4 Systematic

Parls Region Deep Iech ECOSYSTEm

N

Membre du comité de pilotage du
Hub Open Source de Systematic



THALES

Building a future we can all trust
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THALES - Gold Sponsor / )

www.thalesgroup.com
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Pourquoi Rusi?

Thales est un 90% des produits Beaucoup de
leader mondial Thales code legacy
en contiennent en ADA
sécurité et du logiciel.

biométrie.

Rust est fiable et Rust est Plus facile de
memory safe de plus en plus recruter de jeunes
adopté devs Rust
T H l-\ L E 5 REF xxxxxxxxxxxx rev xxx — date Name of the company / Template: 87211168-COM-GRP-FR-007
Building a future we can all trust Ce document ne peut étre reproduit, modifié, adapté, publié, fraduit, de quelque maniére que ce soit, en tout ou en partie, ou divulgué a un tiers sans I'accord écrit préalable de Thales © 2025 THALES. Tous droits réservés.

{OPEN}



/777

Initiatives Thales autour de Rust

Rust Critical Consortium Dissémination active Evénéments

B ThalesGroup / rust-coding-dojo e

- = & O Cote O e ) Pl © Ao [ Prosts O Seumty k2 naig
i (R o
| S r
) B sebastienlaieune 0 T 6 Comms

0 wcense

o ) README.md
o——— O sECURTY.md
®
2085068 e v S Sy
o o Welcome in Rust coding dojo repository !
-

T H I'\ L E 5 REF xxxxxxxxxxxx rev xxx — date Name of the company / Template: 87211168-COM-GRP-FR-007

Building a future we can all trust Ce document ne peut étre reproduit, modifié, adapté, publié, fraduit, de quelque maniére que ce soit, en tout ou en partie, ou divulgué a un tiers sans I'accord écrit préalable de Thales © 2025 THALES. Tous droits réservés.

{OPEN}
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THALES

Building a future we can all trust

Contact

Sébastien LEJEUNE

Thales Open Source Advocate

R 06 20 50 40 02

o5 sebastien.lejeune@thalesgroup.com




TH/\LES

Building a future we

Merci

&


https://www.thalesgroup.com/

Paris Region Deep Tech Ecosystem

( Rust Paris 2025 4 Systematic

2¢me édjtion | Sorbonne-Université, Campus de Jussieu Nos sponsors :

oCam! 9}

THALES

" Une journée de conférences sur l'utilisation
de RUST dans l’industrie

AdaCore

= Partager des idées et apprendre ensemble e

zetta
scale

= Organisé par Systematic Paris-Region en
partenariat avec Sorbonne Université

@ XBTO



4 Systematic

Paris Region Deep Tech Ecosystem

Nos sponsors :

OCaml! i)

THALES

we can all trust

Florian BENNETOT Florence BLAZY Arthur CARCANO Emmanuel CHAILLOUX
DevOps Engineer Coordinatrice du Ingénieur R&D Rust Professeur émérite AdaCOre
Parsec Hub Open Source Docteur en mathématiques et informatique LIP6, IRILL,

Systematic Ocamlpro Sorbonne Université

CENITELIE

zetta
scale

L} @ XBTO

Laurent WOUTERS

2 i

Thierry LEBLOND Fabrice LE FESSANT Sébastien LEJEUNE
Co-Founder & CEO Président Fondateur Open Source Advocate CEO
Ocamlpro Thales Cénotélie
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Matin Nos sponsors :

09h45 - 10h30 : Keynote : A Tale of Oxidation and Witchcraft
Jonathan Brossard | CNAM et Moabi oCam! 9

THALES

= 10h35-11h05: Rust pour le trading haute fréquence
Nicolas Kateb | XBTO AdaCore

s ‘.\l .—6|..-
- = 11h25-11h55 : Rust et WebAssembly, levier de frugalité et de robustesse pour CenoreliE

les traitements de données zetta
Reyyan Tekin | Thales scale

@ XBTO

= 12h00 - 12h30: Rust & WebAssembly : Sécurité et Portabilité du Cloud aux
Enclaves Etienne Bossé & Jean-Jacques Lafay | Secretarium France



mailto:https://www.linkedin.com/in/endrazine/
mailto:https://www.cnam.fr/portail/conservatoire-national-des-arts-et-metiers-accueil-821166.kjsp
mailto:https://moabi.com/fr/accueil/
mailto:https://www.xbto.com/
mailto:https://www.linkedin.com/in/rt-549abb27b/
mailto:https://www.thalesgroup.com/fr
mailto:https://www.linkedin.com/in/ebosse/
mailto:https://www.linkedin.com/in/jean-jacques-lafay-a3059a3/
mailto:https://www.linkedin.com/in/jean-jacques-lafay-a3059a3/
mailto:https://www.linkedin.com/in/jean-jacques-lafay-a3059a3/
mailto:https://www.secretarium.com/
mailto:https://www.secretarium.com/
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~( Agenda - Amphithéatre 25 4 Systematic

\
YA

Ap res-midi Nos sponsors :

= 14h00 - 14h30 : Rust dans 'automobile : efficacité, sécurité, slireté, et attractivité
Jean-Francois Bortolotti | Ampere (Renault Group) ocam! (XY

= 14h35 - 15h05 : Rust dans 'embarqué : retours sur le développement d’une borne

de recharge pour véhicules électriques
Hugo Mercier | loT.bzh

THALES

e can all trust

_ _ _ AdaCore
= 15h10 - 15h40 : Ariel OS: a Rust embedded OS standing on the shoulders of giants

Romain Fouquet, Ingénieur de recherche | Inria Saclay

CENITELIE

= 16h00 - 16h30 : Une démarche de certification industrielle avec Ferrocene et zetta
TrustInSoft Analyzer scale
Aissata Maiga, Ingénieure logiciel | Ferrous Systems

Sasha Pourcelot, Ingénieure Rust & OCaml | TrustInSoft @ XBTO

= 16h35 - 17h05 : Vérification Formelle de Rust pour Ethereum
Guillaume Claret, Fondateur / Ingénieur en méthodes formelles | Formal Land



mailto:https://www.linkedin.com/in/jean-francois-bortolotti-8744344/?originalSubdomain=fr
mailto:https://www.linkedin.com/in/jean-francois-bortolotti-8744344/?originalSubdomain=fr
mailto:https://www.linkedin.com/in/jean-francois-bortolotti-8744344/?originalSubdomain=fr
mailto:https://www.linkedin.com/in/jean-francois-bortolotti-8744344/?originalSubdomain=fr
mailto:https://www.linkedin.com/in/jean-francois-bortolotti-8744344/?originalSubdomain=fr
mailto:https://www.ampere.cars/
mailto:https://www.ampere.cars/
mailto:https://www.linkedin.com/in/hugo-mercier-0b06577/
mailto:https://iot.bzh/
mailto:https://www.inria.fr/fr/centre-inria-de-saclay
mailto:https://www.inria.fr/fr/centre-inria-de-saclay
mailto:https://www.linkedin.com/in/a%C3%AFssata-ma%C3%AFga-b492011a9/
mailto:https://www.linkedin.com/in/a%C3%AFssata-ma%C3%AFga-b492011a9/
mailto:https://ferrous-systems.com/
mailto:https://ferrous-systems.com/
mailto:https://www.linkedin.com/in/scrabsha/
mailto:https://www.linkedin.com/in/scrabsha/
mailto:https://www.trust-in-soft.com/
mailto:https://www.linkedin.com/in/guillaume-claret-76785918/
mailto:https://formal.land/
mailto:https://formal.land/
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Pauses : Nos sponsors :
= 11h05 - 11h25 : Pause ’ —
Ular e

12h30 — 14h00 : Cocktail déjeunatoire
~ AdaCore

15h40 — 16h00 : Pause

CENoTELiE

17h10 - 19h00 : Cocktail networking = gggﬁg

@ XBTO
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RUST PARIS 2025

Sébastien Lejeune
Open Source Advocate @Thales

Membre du comité de pilotage du
Hub Open Source de Systematic

@ocmE@ THALES AdaCore CENOTELIE 1 coga @ XBTO
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= A Tale of Oxidation
and Witchcraft

Enseignant-Chercheur, CNAM
CTO, MOABI

le cham

MOABI 26
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A Tale of Oxidation and Witchcraft

:
(U o A Systematic
}dsiaddel Pﬂf'SHBGmnDeeplecn Fcosystem

Property of MOABI



Whoam | ?

Security Researcher
ORCID: 009-0004-8031-1438

CTO @ MOABI

Previously: Principal Engineer & Direct
Security at Salesforce
(San Francisco)

My work is pamaw s‘ponso\Fe by _.]

©

MOABI

.

. 0000

-----

le cham




A Malicious Counter History of
the Mathematics
of the XXth Century




Once Upon a Time...

2nd Congress of Mathematicians (Paris, 1900):

- 23 Problems (Matrixes of Lie, Zeros of the Riemann's Zeta
fumBtion, axiomatization of Physics...)

- Secret goal : Axiomatization of all branches of Mathematics

- Then deduce all possible theorems from those axioms

David Hilbert

Had 69 PhD students, including John von Neumann

HILBERT, David. Mathematische probleme. Nachrichten von der Koniglichen Gesellschaft der
Wissenschaften zu Gottingen, 1900.

e cnam -




And then... o

PhD thesis in 1931 (at 25 years old):
First incompleteness theorem:

"Anyﬂnnsistent formal system F within which a certain amount
of elementary arithmetic can be carried out is incomplete; i.e.
—threre-are statements of the language of F which can neither be
‘ proved nor disproved in F." (Raatikainen 2020) @ A G

Those statements are named

GODEL, Kurt. On formally undecidable propositions of principia mathematica and related systems i 1 (1931).
In : Godel's Theorem in Focus. Routledge, 2012. p. 17-47.

e cnam ?




Algorithmic equivalents Bt

PhD thesis (1953):

Any nontrivial semantic property about the language recognized by a
Turing mach’e is

Corollary: -
- Dec‘iding if a piece of software contains malware is
- Deciding ifL‘a piece of software contains-uu-l-ne-pabilitie@ Henry Gordon Rice

RICE, Henry Gordon. Classes of recursively enumerable sets and their decision
problems. Transactions of the American Mathematical society, 1953, vol. 74, no 2, p. 358-366.
32




Modern Equivalent Bt

AGI (2020) is going to solve all our problems and
, magically solve undecidable problems.

L O Sam Altman




Modern Equivalent Bt

AGI (2020) is going to solve all our problems and
’ magically solve undecidable problems.

@ Sam Altman




Rust from a Security Perspective




Memory Corruptions

Memory Corruption vulnerabilities
ccount for about 70% of exploitable
vulnerabilities in modern software

High+, impacting stable

Security-related assert
Source: Google Project Zero,
Microsoft MSRC)

®

Use-after-free

Other memory unsafety

Exploitable bugs in Chrome. Source: Google Project Zero

e cnam ;




Memory Corruptions : Rust binary
Hardening (default)

r jonathan@blackbox: ~/rust/openssl

Fichier Edition Affichage Rechercher Terminal Aide

jonathan@blackbox:~/rust/openssl$ checksec.sh --file target/release/openssl-test
RELRO STACK CANARY NX PIE RPATH RUNPATH FILE
Full RELRO NX enabled PIE enabled No RPATI No RUNPATH target/release/openssl-test

_jonathan@blackbox:~/rust/openssls

®

e Cnam ;



Memory Corruptions : Adding Stack Cookies Bt

Adding Hardening Flags:

Method 1: Passing CFLAGS

, RUSTFLAGS="-C target-feature= " cargo build —release
Method 2: edit .cargo/config.toml
|
‘ - Tbuild

| rustfllags "-C", "target-feature=+stack-protector-strong"

®

e cnam -



Memory Corruptions : MOABI
Recommended Flags (x86_64) MOAE




Brief Taxonomy of Memorry
Corruptions




° - [ ] [ ]
° rjonathan@blackbox: ~[rust/openss|
Ve r OW I I I a I Iy W r Fichier Edition Affichage Rechercher
[ ] Y

Terminal  Aide

jonathan@blackbox:~/rust/openssl$ eu-readelf -S target/release/openssl-test MOABI

There are 34 section headers, starting at offset 0x6af98:

Section Headers: i

[Nr] Name Type Addr off Size ES Flags Lk Inf Al

[ 0] NULL PEOEEEAEEAENOARE PEOE0ORO 0O0OE0EE O 0 0 0

[ 1] .interp PROGBITS 0000000AOOOAA350 0OOAO350 POAOEAIc 0 A o 0 1 [

[ 2] .note.gnu.property NOTE PEOEEERPEEAERA3TO POOEO370 AOOAERO20 O A 0 0 8

[ 3] .note.gnu.build-id NOTE PEOEEEREENMENE390 POOAEO390 AEOALRE24 O A (0] 0 4

[ 4] .note.ABI-tag NOTE 00000000EAAAA3b4 OOOOO3b4 00000020 0 A ¢} (O

[ 5] .gnu.hash GNU_HASH 0OAAEAAEEOMOAA3d8 NOAAM3d8 AEEERA24 0O A 6 O
StaCk overflow) heap Overflowsl [ 6] .dynsym DYNSYM POEEEOEOAOA0A400 OOOOO400 OOOOO6TE 24 A 7 1 8

[ 7] .dynstr STRTAB POEEEOOOAOAOAATE OOOOMAT7E 0OOOE45a 0O A 0 0 1
.bSS/.data OverﬂOWS [ 8] .gnu.version GNU _versym  0000000000000ed2 00000ed2 0000008a 2 A 6 0 2 +

[ 9] .gnu.version_r GNU_verneed 0000000000000f60 0000060 00000130 0 A 7 4 8

[10] .rela.dyn RELA 000OOOEAAAAA1090 AOAO1090 00004b30 24 A 6 0 8

[11] .rela.plt RELA 0000OOAEAAOA5bcO OOOO5bcO GOO00030 24 AI 6 27 8

[12] .init PROGBITS 0OOOOOAOOLEOLN6OR0 OOOOLA00 AEAEAEOE1b 0 AX [¢] 0 4

[13] .plt PROGBITS POEEEOEOODANE0Z20 OOOO6020 OEEEEO30 16 AX ¢} 0 16

[14] .plt.got PROGBITS POEEEOOOODANEO50 OOOO6O50 PPEEEOEEE 8 AX ¢} O

[15] .text PROGBITS POEAEAAEENOA6060 NOOA6060 AOE40d8b 0 AX ¢} 0 16

[16] .fini PROGBITS 0000000000046dec Q0046dec 0000000d 0 AX [¢] 0 4

[17] .rodata PROGBITS 0000000000047000 00047000 000055d8 0 A 0 0 16

[18] .eh_frame_hdr PROGBITS 000000000004c5d8 0004c5d8 0000104c 0 A 0 0 4

[19] .eh_frame PROGBITS 000000000004d628 0004d628 00005300 0 A 0 0 8

[20] .gcc_except_table PROGBITS PPOEEOREEAME53028 PBO53028 AOOA1E90 O A (0] 0 4

(2 —rtdats FROGDITS G0 G0GToEe055Cas0a G54 Cad GO O GO WAT 0] 0 8

[22] .tbss NOBITS POEOEOOOOOA55ccE 00054cc8 0POEOO40 0O WAT ¢} O

[23] .init_array INIT_ARRAY POEOEOOOOEOA55ccE 00054cc8 0PEEEO1IO 8 WA ¢} O

[24] .fini_array FINI_ARRAY POEOEAAEOMA55cd8 0OA54cd8 AEEEAAAE B8 WA ¢} O

[25] .data.rel.ro PROGBITS PPOEEEREOAO55ced 00054ced Q0002888 0O WA 0 0 8

[26] .dynamic DYNAMIC PPOEEEMPEOAME58568 0OO57568 00000230 16 WA 7 0 8

[27] .got PROGBITS POOEEOPEAAE58798 0OA57798 Q0OPEB6E B WA 0 0 8

[28] .data PROGBITS PEOEEERPEEAME59000 OOA58000 AOOREITE 0O WA 0 0 8 JEOmC

[29] .bss NOBITS 00000OPAANAS59978 AOO58978 0OAOOATE 0 WA [¢] 0 8

[301 .comment PROGRTITS AOANAAAARAARAARAL ORASKRITRE AAAAANAST 1 MS [0} 0 1

[31] .symtab SYMTAB POEOEAAEENOAAEOO AOO589d0 GEEA4esd 24 32 494 8

[32] .strtab STRTAB POEOEAAEEMOAAEOO AOO5d830 0EEAd625 O ¢} 0 1

[33] .shstrtab STRTAB POEOEAAEONOAAOOO NOO6ae55 GOEEA13d O 0 0 1

jonathan@blackbox:~/rust/openssls$




Overflow : Rust itself is immune

sl s g [y S—
The mechanism of memory borrowing + ownership + bound checklng +
Ensures memory safety. x—DDDD
EPIC WIN !!! T 100 X +

O 000
e [
nnnuy
X X X X SO0

O




Type confusio"‘s

d

Typedef struct cow {
char name[16];
int (*f)(void);

}

typedef struct pig {
char name[16];
char brand[8];

I

/4

¥ \ =
int do_milk (struct cow *v) /
{ D

return v->f(); O-D0p8
) LDDDD

aa0

,——0000

o

VA 4 O VA R

-
T




Casting Errors/Overflows

PERRP

Exempli Gratia: O 7 \
B O«.0e0

1) sign extension: @
Sy — e L

movsxd rdx, eax
NI o A_
__—66d0 7N

+

2) Integer overflow: Sl a—

mul r8 % X /////

O

VARVARVARYA

— 10 mMOm0




Type Confusions : Rust itself is immune

MOABI

R— < L L)

Qj»//\

Affine typing prevents type confusions vulnerabilities. e (4
m——
EPIC WIN 11! G gl ,

VARVARVARYA




Partial Proofs of Vulnerabilities :
Motivation




Motivation : SBOMs vulnera

assessments don't scale well

Executive Order on Improving the
Nation’s Cybersecurity

By the author

the Unired Sta

Section 1

sophistic

dent by the Constitution and the la

ered as follows:

public sectar, th

urity and privacy. The

proportional to he

and to the consequ

EU Cyber Resilience Act

New EU cybersecurity rules ensure safer hardware and software.

h this protection

hy the Regulation is two-fold.

| of cybersecurity inherent in many pro
updates to such prod

he inability of con:
ecure, or to setthem up in a

Resilien

* op K

digital component are
such products and

, or inadequate security

rmine which products are

curity is protected.

e with a digital compor

Software Bill of Materials are becoming mandatory

GUIDANCE DOCUMENT

Select Updates for the Premarket Cybersecurity
Guidance: Section 524B of the FD&C Act

Draft Guidance for Industry and Food and Drug Administration Staff

MARCH 2024

Download the Draft Guidance Document Read the Federal Register Notice

Docket Number:
Issued by:

(hereafter referred to as the “Premarket Cybx
Guidance”). ng to add a Section VII. to the Premarket Cybe
Guidance to address new considerations for cyber devices. The new section identifies the
cybersecurity ‘mation FDA considers to generally be necessary to support obligations
under section 524B of the FD&C Act. The Premarket Cybersecurity Guidance, in its



Motivation : SBOMSs vulnera
assessments don't scale well

=
<

Software Bill of Materials (SBOMs) contain lists {Ftpt:,plt
of CPEs or Package URLS (purl) describing all Toshes 11
||a _g": "M "’ . ) F- a5¢ E'_F A "
the Components Of a glven Softwa re. }J;content": "@e6elc30fBelOed5647basd9d4eat948
"alg": "SHA-1",

“content”: "399e5d00e2d91628792eefen6648976436310486"
i
"alg": "SHA-256",

"content": "5bd9544d2da6daf7519eeBd6efcd71d6edcl6a50786a00e233174bbebb843c2"

@ "type": "application”,

"description": "sshd",

: "openbsd",

They allow to perform vulnerability vareiones s
assessments by comparing the CPEs to the
dictionaries published by the NIST for each CVE.

Software Bill of Materials are becoming mandatory




Motivation : SBOMSs vulnerability Q)
assessments don't scale well

243 SOFTWARE MONITORED

SOFTWARE SCAN DATE NEW CVEs Last Modified

Hyundai.update.zip & August 2024

psa_rcc.zip 8 August 2024

Firmware.bin 8 August 2024

Tesla_2019.20.4.2.model3.squashfs 8 August 2024

CONTINUOUS MONITORING

1019 new vulnerabilities identified for software Tesla_2019.20.4.2.model3.squashfs

t for dnsmasq

SBOMs provide possible CVES.
For each vulnerability : is it true ?

Description

Impact

Type CWE-770

Attack Vector CVSSv3 Vector : CVSS:3.LJAVINIAC:LIPR:N/ULN/S:UIC:NI:NIA:H

e cnam




Motivation
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Zerodays : No patch, am.lynerahla ™

11e7: f3 of 1le fa endbre4d
1leb: 55 push rbp
llec: 48 B9 e5 mov rbp,rsp
llef: 48 81 ec 20 01 00 00 sub rsp,0x120
11f6: 89 bd ec fe ff ff mov DWORD PTR [rbp-0x114],edi
. . . 1ifc: 48 89 b5 e@ fe ff ff mov QWORD PTR [rbp-0x120],rsi
Talnt analySIS on blnary 1203: 64 48 8b 04 25 28 00 mov rax,QWORD PTR fs:0x28
120a: 00 00
(nO source COde) 120c: 48 89 45 f8 mov QWORD PTR [rbp-0x8],rax
1210: 31 co xor eax,eax
1212: 48 8b 85 e0 fe ff ff mov rax,QWORD PTR [rbp-0x120]
1219: 48 83 cO 08 add rax,0x8
121d: 48 8b 00 mov rax,QWORD PTR [rax]
1220: 48 89 c7 mov rdi,rax
1223: e8 78 fe ff ff call 10a0@ <strlen@plt>
1228: 48 89 c2 mov rdx,rax
122b: 48 8b 85 ed fe ff ff mov rax,QWORD PTR [rbp-0x120]
1232: 48 B3 cb 08 add rax,0x8
1236: 48 8b 08 mov rcx,QWORD PTR [rax]
1239: 48 8d 85 f0 fe ff ff lea rax,[rbp-0x110]
1240: 48 B89 ce mov rsi,rcx
1243: 48 B89 c7 mov rdi,rax
| 1246: e8 85 fe ff ff call 10d0 <memcpy@plt>
o ) 124b: 48 8d 85 f0 fe ff ff lea rax,[rbp-0x110]
Calllﬂg convention SYSTEM V: 1252: 48 89 c6
B 1255: 48 8d 05 aa O0d 00 00 lea rax,[rip+0xdaa]
RDI, RSI, RDX, RCX, R8, Rg 125c: 48 89 c7 mov rdi,rax
125f: b8 00 00 00 0O mov eax,0x0
1264: e8 57 fe ff ff call 10cO® <printf@Eplt>
1269: b8 00 00 00 06 mov eax,0x0
126e: 48 8b 55 8 mov rdx,QWORD PTR [rbp-0x8]
1272: 64 48 2b 14 25 28 00 sub rdx,QWORD PTR fs:0x28
1279: 00 00
127b: 74 05 je 1282 <function1+8x9b>
o 127d: e8 2e fe ff ff call 10b® <__stack_chk_fail@plt>
1282: c9 leave
1283: c3 ret

I_



erodays : No patch, am | vulnerable ?

Taint analysis on binary
(no source code) © FULL RELOCATIONS

0 NX (STACK)

' STACK COOKIES

Vulnerability CWE-120 - BUFFER OVERFLOW

Impact: 9 Confidence: 9
Type CWE-120 - BUFFER OVERFLOW
Address

Func

0, return value from

Description

unt_opt(

mpl




Problem Statement :

Partial Proofs of Vulnerabilities
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Proving Exploitability

Industry standard to Prove exploitability : Write an exploit A 1 B
' () [ lnse
This bar is too high. — Ll 4
| .LDDDD

If we decompose an exploit into 3 problems: " 4
- Reach the vulnerable function \ JELD__OQOO ‘

- Trigger the vulnerability " /

- Achieve code execution/Weaponize A -z

The first step alone is already undecidable ("reachability problem").

Undecidable




Proving Exploitability

vy

The "réa‘c'h'ébility problem" is
undecidable.

55




Proving Exploitability : Partial Proof of
Vulnerability

Let's do only step 2: [
oy |
If we decompose an exploit into 3 problems: Hifl e \
—Reachthevulnerable function | 0+0-0 +
LDDDD

—Achieve-code-execution/\Weaponize a4

Y mmm—

This a reasonable heuristic to determine vuInerabiIity,Qf*tthplicatio/nﬁb
x> %7/,

We'd like to be able to call the vulnerable function directly. i ——
Problem : How to do this out of context ? K
Proposal : Let's turn the vulnerable application into a shared library !




Loading Dynamic Executables :
Introduction to ELF Libification

"Generallze to S|mpI|fy




Reverse Engineering :
Compilation Process

N2 | I

Source Code Compiler Assembly Assembler Object Files (.0)
Code (.S)

R N
Shared Libraries mm @
g &

Static Link Editor

Executables




Reverse Engineering :
Disassembly

K o) =

Source Code Compiler Assembly Assembler Object Files (.0)
Code (.S)

Shared Librarigs

Disassembly — @

Static Link Editor
Executables

Undecidable




Reverse Engineering :
Decompilation

K o) =

Source Code Compiler Assembly Assembler Object Files (.0)
Code (.S)

R N
Shared Libraries mm @
- = i v @

Static Link Editor

Decompilation

Executables

Undecidable




Reverse Engineering :
Libification

K o) =

Source Code Compiler Assembly Assembler Object Files (.0)
Code (.S)

R N
Shared Libraries mm @
- = i v @

Static Link Editor

Executables




Executables vs Shared Libraries :
How Do They Differ ?

Same headers, same segments, same
sections. They mostly differ through
their metadata (various ELF headers)

ELF Header

defined

Figure 1-3. ELF Header

Tool Interface Standard (TIS)

Executable and Linking Format (ELF)
Specification

Version 1.2

ident[EI_NIDENT];
type;
machine;

shstrndx;

This member identifies the object file ty

Name Value

Shared object file
fle

Modify the various ELF headers to
turn an Executable into a Shared e
Library

cecutable and Linking Format)

echna




Automated Libification : the

MOABI

Witchcraft Linker o

URL: https://github.com/endrazine/wcc | e

License: MIT/BSD-2
B jonathan@blackbox: ~/woot T
Fichier Edition Affichage Rechercher Terminal Aide
jonathan@blackbox:~/woot$ file 1s
ls: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamicall
y linked, interpreter /lib64/1ld-1inux-x86-64.s0.2, BuildID[shal]=3eca7e
3905b37d48cf0a88b576faa7b95cc3097b, for GNU/Linux 3.2.0, stripped
jonathan@blackbox:~/woot$|wld -1ibify ./{g]
jonathan@blackbox:~/woot$S file 1s
ls: ELF 64-bit LSB shared obiject, x86-64, version 1 (SYSV), dynamically
linked, interpreter /1ib64/1d-1linux-x86-64.s0.2, BuildID[shal]=3eca7e3
905b37d48cf0a88b576faa7b95cc3097b, for GNU/Linux 3.2.0, stripped
jonathan@blackbox:~/woot$

— +_ e
Pt — T DO! 10.5281/zenodo.11405214

I_



Validation

Test Repository:
https://github.com/endrazine/wcc-tests

Version Codename
24.04 noble
22.04 Jammy
20.04 focal
18.04 bionic
16.04 xenial
14.04 trusty

Year
2024
2022
2020
PAONR:S
2016
2014

MOABI

B / N—
W
O«0e0O +

®
GCC Version Passed Fa%d——a ooo

12.3.0 O ,fuoﬂ 0]
PIIPI (00
11.2.0 » 435 .—/O—Oooo

930 435 0

7.3.0 /xxx 869 W77/
5.3.1 363 0

4.8.2 352 0




MOABI

Procedural Debugging




Frocedurdl bepugging . LIDITICAlion Dased .

Debuggln% e | \ MOABI

N

function1() If the ELF is dynamically

linked, libify it and load via
dlopen().

Ee

function...()

Load in Memory

(+ load dependencies
& solve relocations) function_vulnerable()

EXE

ELF Executable
or Library

If the ELF is statically linked, loading its segments

is enough.

We simply need a userland ELF loader.
Confere userland exec() techniques (eg: The W
Grugq, phrack, 2004) DEMAT W R el

e cham

Address Space

| m—

66




(Without Control Flow Analysis, which
is Undecidable) \\_ b e ,

function1()

function...()

In Dynamically linked ELFs, parse the link_map
Provides a list of all ELFs in memory
Dynamic linker exports iterators to symbols
Use dIlsym() function from the Dynamic Linker
to obtain address of symbols.

function_vulnerable()

i)

[ERN - -

Address Space

MOABI




Froceaural bepugging . Lrarting iviinimal .
Context/A (gu ments L Ay
\ ‘

function1()

We would like to map the
ELF in memory, solve
dependencies/relocations if
the ELF is dynamically
linked.

Calling convention is architecture specific.
On x86_64 GNU/Linux, arguments passing is el

q : ) . function...()
one via registers:

RDI, RSI, RDX, RCX, R8, R9 for integers or
pointers, and XMMO, XMM1, XMM2, XMM3,
XMM4, XMM5, XMM6 and XMM7 for
floating-point arguments.

function_vulnerable()

| i 2 s SR
S—

WSH

Address Space




Binary Reflection

———

The Witchcraft Shell implements:
- An exposition of binary functions from the LUA interpreter.

Thanks to lua, we then implement:
- Binary introspection
- Binary intercession

=> We implement binary reflection, without source code.

=il DOI 10.5281/zenodo.13902925




ProceduralDebugging A

I — .

. . rjonathan@blackbox: = 'FF
- lelfy ELF executables Fichier Edition Affichage Rechercher Terminal Aide
) : jonathan@blackbox:~$ wsh /usr/sbin/apache2

Make E!‘F executal?les scriptable ERROR: dlopen() /usr/sbin/apache2: cannot dynamically load
- Call arbltrary functions position-independent executable

(procedural debugging) ** 1ibifying /usr/sbin/apache2 to //tmp/.wsh-964913/apache

2 (754232 bytes)

** loading of libified binary succeeded
> a = ap_get_server_banner()

> print(a)
Apache/2.4.58

P 2 A L T B I F‘\""(ﬁ‘l\k

QRL: https://github.com/endrazine/wcc - = al Dot 10.5281{zenod0‘13962925
License: MIT/BSD-2 il il : -

Im — 70




MOABI

Oxydation of WCC




B jonathan@blackbox: ~/rust/rust2c
[ ]
Oxyd a t I wa WCC Y Fichier Edition Affichage Rechercher Terminal Aide

® jonathan@blackbox:~/rust/rust2c$ cat src/lib.rs
// 1ib.rs
##[no_mangle]
+_ pub extern "C" fn add numbers(a: 132, b: 132) -> i32 {
a+b
}

#t[no_mangle]
pub extern "C" fn hello_from_rust() {
println!("Hello from Rust!");

gonathan@blackbox:~fru5tfru5t2c$

- Symbol demangling in Rust is
quite specific

B jonathan@blackbox: ~/rust/rust2c

Fichier Edition Affichage Rechercher Terminal Aide

- Donein RUSt, linked to WCC jonathan@blackbox:~/rust/rust2c$ wsh target/release/libmyrust.so

> hello from rust()
Hello from Rust!

=

- Available from version v0.0.10

URL: https://github.com/endrazine/wcc
License: MIT/BSD-2 :




Oxydationsof WCC : R

+-

- Caveat : May need to copy
symbols from .symtab/.strtab to
.dynsym/.dynstr

URL: https://github.com/endrazine/wcc
License: MIT/BSD-2 -

echna

validate

Advances in Lightweight Cross-Architecture
Procedural Debuggin

Jonathan Bre

al vulnerabilities be reported on a daily
peoming regul
foc
partial p s ol
and lightweight
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Oxydation.of WCC : R+-

r jonathan@blackbox: ~/rust/openssl

BN Fichier Edition  Affic Re cher  Terminal  Aide
jonathan@blackbox:~/rust/openssls file ./target/release/openssl-test
./target/release/openssl-test: ELF 64-bit LSB pie executable, x86-64, version 1
(SYSV), dynamically linked, interpreter /lib64/1ld-linux-x86-64.s0.2, BuildID[sha
1]1=2930591bc66720cc693193be®b3a93923bf18e18, for GNU/Linux 3.2.0, not stripped
jonathan@blackbox:~/rust/openssls ./target/release/openssl-test
OpenSSL version: OpenSSL 3.0.10 1 Aug 2023
OpenSSL version number: 300000a0
jonathan@blackbox:~/rust/openssl$ nm -D ./target/release/openssl-test|grep " Z\
| R"|wc -1
C]
jonathan@blackbox:~/rust/opensslS wunstrip ./target/release/openssl-test -o /tmp
Jopenssl-test2 -r

-- saved unstripped file as /tmp/openssl-test2
- Caveat: May need to copy jonathan@blackbox:~/rust/openssl$ nm -D /tmp/openssl-test2|grep " _Z\| _R"|wc -1
252
symbols from .symtab/.strtab to jonathan@blackbox:~/rust/openssl$
.dynsym/.dynstr
URL: https://github.com/endrazine/wcc I
License: MIT/BSD-2 =il




Oxydation.of WCC : R+-

+-

- Caveat : May need to copy
symbols from .symtab/.strtab to
.dynsym/.dynstr

URL: https://github.com/endrazine/wcc
License: MIT/BSD-2

. __+
' jonathan@blackbox: ~frust/openss| ' IF V

Fichier Edition Affichage Rechercher Terminal Aide
jonathan@blackbox:~/rust/openssl$ wsh /tmp/openssl-test2

ERROR: dlopen() /tmp/openssl-test2: cannot dynamically load position-independent
executable

*% 1ibifying /tmp/openssl-test?2 to //tmp/.wsh-415634/openssl-test2 (475696 byte
s)
** loading of Llibified binary succeeded
WARNING: Wsh internal lua initialization (Synthax Error): Wsh internal lua buffe
r:2690: <name> expected near '('
> 1ibs()
Jusr/local/openssl-3.0.10/1ib/1libcrypto.so.3
Jusr/local/openss1-3.0.10/1ib/11ibss1l.50.3
/1ib/x86 64-1inux-gnuflibc.so0.6
/1ib/x86 64-1inux-gnu/libgcc s.so.1
//tmp/.wsh-415634/openssl-test2
/1ib/x86 64-1inux-gnu/libgtk3-nocsd.so0.0
J1ib64/1d-1inux-x86-64.50.2
linux-vdso.so.1
linux-vdso.so.1

-- Total: 9 libraries

>




Oxydation.of WCC : R+-

wsh: invalid lua syntax from mangled symbols #24

Running wsh on binaries with non-alphanumeric symbols (e.g. the mangled ones produced by rustc) results in output like

ERROR: Wsh internal lua initialization (Synthax Error): Wsh internal lua buffer : '(" expected near '§' LQ

which refers to this line in the generated lua:

function _ZN4core try_froml7h e LQ d

3

It might be nice to support demangling, though that may complicate parsing (angle brackets, parentheses, and colons would
be valid in symbol names); in any event it would be nice for these symbols to not prevent wsh from running.

Create sub-

Hi sp3d,

I hope you're doing well.
I just merged support for Rust symt

Thanks for your patience,




Partial Proofs of Vulnerabilities
(in Rust bindings)




RUSTSEC

The Rust Secuty Advisory Databnze

About  Advisories Report Vulnerabilities MOABI

RUSTSEC-2025-0022
Use-After-Freein Md::fetch and Cipher::fetch

Reported April 4,2025
Issued April 4,2025
Package  openssl| (crates.iog)

Type Vulnerability
Categories memory-corruption

References https://github.com/sfackler/rust-openssl/pull/2390 =
Patched  --0. 10 72

Unaffected -0.10. 39

Affected Functions Version

openssl::cipher::Cipher::fetch =>=0.10.39, <0.10.72

openssl::md: :Md: : fetch >=§.10.39, =0.10.72
$ v
T '
~ Description ‘
: . -4') ’) Whena some(...) valuewas passedtothe properties argument of either of these functions, a use-after-free would result. ./__,m
| |
In practice this would nearly always result in OpenSSL treating the properties as an empty string (dueto cString: :drop 's behavior). iy o)
t+-+ The maintainers thank quitbuge for reporting this vulnerability to us. ol {1 e \ a

o : 78
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) RUSTSEG

The Rust Securfty Advisory Catnbnse

About  Advisories  Report Vulnerabilities MDOABI
RUSTSEC-2024-0357

MemBio::get buf hasundefined behavior with empty buffers

Reported July 21,2024

Issued July 21,2024

Package openssl(cratesiog)
Type Vulnerability

References https://github.com/sfackler/rust-openssl/pull/2266 e

Patched -0 10.60
Affected Functions Version

openssl::bio::MemBio: :get_buf <8.10.66, ==0.8.0

Description

Previously, MemBio::get buf called slice::from raw parts witha null-pointer, which violates the functions invariants, leading to undefined behavior. In debug

builds this would produce an assertion failure. This is now fixed.

Advisory available under CC0-1.0e license.

4 79
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Partial Proofs of Vulnerabilities: CVE-2022-
3786 e

print(" [*] testing for CVE-2022-3786") O p

Cryptography and SSL/TLS Toolkit

-- Input arguments:
teststring = "a.b.c.d.e.f.g.h.i.j.k.l.m.n.0.p.xn--.xn--.xn--.xn--.xn--.xn--.Xxn--.xN--.xN--.XN--.XN--.XN--.XN--
XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--
XN--.XN--.XN--.xn--.xn--"

out = calloc(1,16)

outlen = calloc(1,2)

memset(outlen,0x10,1)

-- Trigger the stack overflow:

res = ossl_a2ulabel(teststring, out, outlen)
= +_ )

if res == 0 then print(" [*] Not Vlllnerable to CVE-2022-3786") end

Im — 80




Partial Prapfs of Vulnerabilities

: ﬂ’________.

7 root@b80e8606fbab: ~/wcctests

)
root@b80e8606fba6: ~/wcc-tests# cat ./scripts/CVE-2022-3786.wsh

ope
The ability to turn ELF obseacsroa H
print(" [*] testing for CVE-2022-3786")
. . . i
executables Into Ilbrarles ;ésiziﬁzn:riuwsvifgd\&fAQAh\'LjAk\'lum‘n‘o\p\xn--Axn--4xn--\xn--4xn--4xn--\xn--Jm--4xn--\xn--Axn--Axn--\xn--Axn--Axn--\xn--4xn--\xn--Axn--4xn--\xn--AXn--4xn--\xn--Jm--4xn--\xn--4xn--4xn--

XM= XA XN s XN = XA L XN s XA - L X0 - XN - X0 X"
out = calloc(1,16)

will allow us to create outlen - calloc(s,2)

-- Trigger the stack overflow:

pa rtlal proofs Of res = ossl_a2ulabel(teststring, out, outlen)

if res == @ then print(" [*] Not wulnerable to CVE-2022-3786") end
oo, o ] root@b80e8606fba6: ~/wcc-tests# wsh ../ /openssl/build-3.0.8/1ibcrypto.a < ./scripts/CVE-2022-3786.wsh
Vu I n e ra bl | Itl eS I n the form -- relinked static library (ar archive) ../openssl/build-3.0.8/libcrypto.a into dynamic shared library /tmp/.wsh-51/1libcrypto.a.so
[*] testing for CVE-2022-3786
[*] Not vulnerable to CVE-2022-3786
e root@b80e8606fba6: ~/wcc-tests# wsh ../ /openssl/build-3.0.7/1libcrypto.a < ./scripts/CVE-2022-3786.wsh
O WSH test Scrl pts. -- relinked static library (ar archive) ../openssl/build-3.0.7/libcrypto.a into dynamic shared library /tmp/.wsh-56/libcrypto.a.so
[*] testing for CVE-2022-3786
[*] Not vulnerable to CVE-2022-3786
root@b80e8606fba6: ~/wcc-tests# wsh ../ /openssl/build-3.0.6/1ibcrypto.a < ./scripts/CVE-2022-3786.wsh
-- relinked static library (ar archive) ../openssl/build-3.0.6/1ibcrypto.a into dynamic shared library /tmp/.wsh-61/1libcrypto.a.so
[*] testing for CVE-2022-3786
free(): invalid next size (fast)

A [SIGABRT] Read  0x3d
Exa l I l p I es L 0x7320993c89fc /1ib/x86_64-1inux-gnu/libc.so.6(pthread_kill+0x12c)
0x7a2099374476 /1ib/x86_64-1inux-gnu/libc.so.6(raise+0x16)

0x7a3209935a713 /1ib/x86_64-1inux-gnu/libc.so.6(abort+0xd3)
0x7a20993bb676 /1ib/x86_64-1inux-gnu/1libc.so.6(+0x89676)
0x7a320993d2cfc /1ib/x86_64-1inux-gnu/1libc.so.6(+0xabcfc)

n
=]

0x7220993d4a9d /1ib/x86_64-1inux-gnu/1libc.so.6(+0xa2a9d)

https-//glth u b'co m/end raz|ne/w ##% longjmp causes uninitialized stack frame ***: terminated
cc-tests/tree/main/scripts




Automatic Arguments Inference




AutomaticArguments Inference

E jonathan@biackbox: ~

jonathan@blackbox:~$ wsh /1ib/x86_64-1inux-gnu/libc.so0.6
> memcpy(0x41414141, 0x42424242, 0x43434343)

[SIGSEGV] Read 0x42424242 (addre pped to object
0x7d9d169988cd /1ib/x86_64-1inux- gnu/llbc So. 6(+ex1988cd)
0x4201ble6 wsh()
0x4203a877 wsh()

ERROR: State not recoverable (131)

> memcpy(0x41414141, "bbbbbbbb", 0x43434343)

Interactive function arguments | .
[SIGSEGV] Read Ox8fbe704b (addr¢ napped to o

diSCOVEFV 0x7d9d16998a46 /1ib/x86_64-1inux- gnu/llbc so. 6(+0x198346)
0x4201ble6 wsh()
0x4203a3877 wsh()

ERROR: State not recoverable (131)

> memcpy(0x41414141, "bbbbbbbb", 1)

[SIGSEGV] Write 0x41414141 (address not mapped to object)
0x7d9d16998923 /1ib/x86_64-1inux- gnu/llbc So. 6(+Gx198923)
0x4201ble6 wsh()
0x4203a877 wsh()

ERROR: State not recoverable (131)

> memcpy( "aaaaaaaa", "bbbbbbbbb", 1)

>

> prototypes()

[*] Prototypes: (from 2 tag informations)
~/1ib/x86_64-1linux-gnu/libc.so.6 __memmove_evex_unaligned_erms argumentl _output_ptr 0
/1ib/x86_64-1inux-gnu/libc.so.6 __memmove_evex_unaligned_erms  argument2 _input_ptr 0
>

I_



AutomaticArgume

Automation

~

jonathan@blackbox: ~

e i age

nts Infarence

> testfunc(memcpy)

[SIGSEGV] Read 0x42424242 (address not mappe :
0x7dc8eaf988cd /1ib/x86_64-1inux-gnu/libc.so.6(+0x1988cd)
0x4201b1e6 wsh()
0x4203a3877 wsh()

ERROR: State not recoverable (131)

yed to object)

[SIGSEGV] Read Oxc5c5c5¢c67e0 (address not mapped to object
0x7dc8eaf98ad6 J/1ib/xB6_64-1inux-gnu/libc.so.6(+0x198a46)
0x4201b1e6 wsh()
0x4203a877 wsh()

ERROR: State not recoverable (131)

[SIGSEGV] Read oxfaqfosfo (address not mapped to object)
Ox7dc8eaf98a46 /1ib/x86_64-1inux-gnu/1libc.so.6(+0x198a46)
0x4201b1e6 wsh()
0x4203a877 wsh()

ERROR: State not recoverable (131)

[SIGSEGV] Read Oxd1d1didofe® (address not mapped to object)
0x7dc8eaf98ad6 /1ib/x86_64-1inux-gnu/libc.so.6(+0x198a46)
0x4201ble6 wsh()
0x4203a3877 wsh()

ERROR: State not recoverable (131)

[SIGSEGV] Read oxfa4qfosfo (address not mapped to object
0x7dc8eaf98ad6 /1ib/x86_64-1inux-gnu/libc.s0.6(+0x198a46)
0x4201ble6 wsh()
0x4203a877  wsh()

ERROR: State not recoverable (131)

[SIGSEGV] Write ©x200 address not mapped to object
0x7dc8eaf98c43 Jlib/x86_64-1inux-gnu/libc.so.6(+0x198c43)
0x4201b1e6 wsh()
0x4203a877 wsh()

ERROR: State not recoverable (131)

[*] all tests done (5 calls)
> prototypes()

[*] Prototypes: (from 2 tag informations)
/1ib/x86_64-1inux-gnu/libc.s0.6 _ memmove_evex_unaligned_erms  argumentl _output_ptr 0
/1ib/x86_64-1inux-gnu/libc.s0.6 __memmove_evex_unaligned_erms argument2 _input_ptr 0
=

MOABI




Context: Replay

inag l+rarno

rjonathan@blackbox: =
Fichier Edition Affichage Rechercher Terminal Aide
jonathan@blackbox:~% wltrace -W /bin/cat /etc/issue.net 2>/tmp/demo.sh
Ubuntu 24.04.2 LTS
jonathan@blackbox:~% chmod +x /tmp/demo.sh
jonathan@blackbox:~% /tmp/demo.sh
ERROR: dlopen() /bin/cat: cannot dynamically load positilon-independent executable
*%* 1ibifying /bin/cat to //tmp/.wsh-48767/cat (39384 bytes)
** 1pading of libified binary succeeded
ERROR: Bad address (14)
ERROR: Bad address (14)
Ubuntu 24.04.2 LTS
jonathan@blackbox:~% cat /tmp/demo.sh |grep -v "A\-\-"
#!/usr/bin/wsh /bin/fcat

ret_ 1 = strrchr("/binfcat", '/') ; -- "/cat"

ret_ 2 = setlocale(LC_ALL, "") ; -- "C"

ret_3 = bindtextdomain("coreutils", "/usr/share/locale") ; -- "/Jusr/share/locale"
ret_ 4 = textdomain("coreutils") ; -- "coreutils"

ret 7 = fstat(1l, var _0x7ffc57f9be90, var 0x772d15e03240, 0) ; -- 0

ret_8 = getpagesize() ; -- 4096

ret_ 9 = open("/etc/issue.net", 0, 01777) ; -- 3

ret_10 = fstat(3, var_0x7ffc57f9be9d, 0, var_0x772d15d1b175) ; -- 0

ret_11 = posix_fadvise(3, 0, 0, 2) ; -- @

ret_12 = aligned alloc(4096, var_0x20000, 0, var_0x772d15d1b52e) ; -- var_0x772d1600e000
ret_13 = read(3, "Ubuntu 24.04.2 LTS\n", 131072) ; -- 19

ret_14 = write(1, "Ubuntu 24.04.2 LTS\n", 19) ; -- 19

ret_15 = read(3, "", 131072) ; -- 0

ret_17 = close(3) ; -- 0

ret 22 = fflush(var 0x772d15e045c0) ; -- 0

ret_28 = fflush(var 0x772d15e044e0) ; -- 0

rp— ret_30 = exit(0)

honathan@bla kbox:~% I
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The Framework is already available in major
Linux distebutions MOAB)

Available in the repositories from:

- Debian O
- Ubuntu
- Arch Linux black hat

- Kali Linux

root@blackbox:~# apt install wcc

URL: https://github.com/endrazine/wcc

License: MIT/BSD-2




Applications : Generic Code re-use outside |
Cybersecugity MOAE!

Code reuse:

- Source code lost/no longer compiles
- Legacy applications

- Cross platform execution




Cross Architecture Procedural Debugging .
(JIT) ——’-—-— | MOABI

function1()

By cross-compiling WSH to function...()
other architectures and
running it within gemu-user,
we benefit from JIT function_vulnerable()
translation to the host
architecture (eg: Aarch64 to
x86_64) without a Virtual
Machine, and in a single
process (debugger +
debuggee + JIT translator)

| Address Space ———— -
e cham
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Witchcraft Linker : Libification

b o) = >
= )

Source Code Compiler Assembly Assembler Object Files (.0)

Code (.S)

Bisassermbly -
E =
E Static Link Editor

Shared Libraries
EXE

Executables

Undecidable




Witchcraft Compiler: Unlinking

K o) =

Source Code Compiler Assembly Assembler Object Files (.0)

Code (.S)
Unlinking
Shared Libraries
(wcc)
. &
Static Link Editor

Executables




Witchcraft Compiler: Unlinking + Relinking

= Assured Patching
eh—(2 G
. Static Link Editor

Unlinker

Vulnerable
Executable
Object file Substitution

Patched Static Library




Witchcraft Compiler: Unlinking +

Instrumentation = Fuzzing
3B Re
OB Static Link Editor EXE

Unlinker

Vulnerable
Executable

OBJ

Instrumentation
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What is high frequency trading?

A set of complex trading algorithms that places large amounts of orders on multiple markets in fractions of
seconds

. Represents between 40% and 70% of volume traded globally across different markets (equities, bonds, cryptos,
commodities, FX. etc.)

. Cross team expertise required in trading, data analytics, software development and infrastructure

. Velocity is key, with profitable algorithms half life of a few months before other participants catch up
. Complex systems with many interactions

. Bursty, irregular and unpredictable data spikes

. Latency is key (magnitude of microsecond)

© 2023 Private and Confidential



What was our business problem ?

Pre-existing trading system not suited for HFT

C# tech stack
o Non-deterministic garbage collection, triggered on activity spikes
o Reliance on general, non-owned libraries for the critical path, not suited for high-performance contexts

Microservice architecture, communication through NATS
o Overall high latency, magnitude of several ms
o Cannot gracefully absorb sudden spikes of market activity (from 100k/s, to 10M/s market events in a second),
scaling is slow
o Complexity, low development velocity

Heavy dependency on SQL databases
o Not suited for time-series oriented data with high insertion throughput

Not leveraging hardware
o Every service is containerized, virtualized network

© 2023 Private and Confidential

o O -~



Why use Rust ?

. Good mix between performance (critical for processing millions of events per second) and stability (most of the
technical bugs prevented before compilation)

. On par with C++ performance without the compilation and maintenance nightmare

. Can leverage hardware optimization with specific compilation flags

. Resources efficient (RAM, CPU)

. No garbage collection occurring at worst times

. Functional features allow for traders / quants to actively participate in strategy development and to the code base

. Faster development cycles lead to shorter time to market

© 2023 Private and Confidential

o -



How we did use it?

. Monolith approach for the main trading engine

. Ring buffer and lock free data structures for critical features - market data distribution, orders events processing,
state aware components for risk management

. Hardware timestamping to the nanosecond for precise benchmarking

. Latency tuning with connectivity tweaks

. Custom asynchronous runtime for events processing synchronously without the jitterness of async
. Dedicated decimal crate for number parsing without losing the precision

. Event based and state machine implementation for order management and strategies development

© 2023 Private and Confidential

N O -



What were the results?

. PoC approach with a small team (3 FTES)
. Internal latency divided by almost 1000 ! scale of a few microseconds (q99)
. Velocity increased dramatically with both faster compilation times and a quick development process

3 Reduction of resources consumption, even with bare metal setup ! 1 server could support 20 times more
coverage than the microservices approach

. Benchmark measurement and precision to the nanoseconds allow pinpointing bottlenecks way faster

. Rust itself was not alone.. But it makes a strong case to design a new architecture tailored for business needs
o Switch to time series database for events logging
o Monolithic approach and lock free queues

. And it makes for a smooth transition
o Compiler checks prevent a lot of technical bugs
o Deployment and testing is a breath
o Performance is impressive

© 2023 Private and Confidential
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Disclaimer

This Confidential Information Presentation (the “CIP”) is intended solely for
the use of prospective counterparties in determining whether or not to
pursue any opportunities with XBTO Crypto Opportunities Fund SAC Ltd.,
XBTO Global Ltd., XBTO International Ltd., XBTO Trading LLC, XBTO
Strategies Ltd, Stablehouse Ltd or any of its group or related companies
(together, the “Company”).

XBTO International Ltd and Stablehouse Ltd are licensed to conduct digital
asset business by the Bermuda Monetary Authority.

The CIP is of a proprietary and confidential nature and is only being
furnished to those parties who have agreed to be bound by the terms and
conditions of a Confidentiality Agreement. The information (“Information”)
contained herein may not be reproduced or redistributed in whole or in part,
in any format, without the express written approval of the Company.

By accepting this CIP, the recipient agrees that it will, and it will cause its
directors, officers, employees, consultants, agents and representatives to,
use the CIP and all of the information contained therein only to evaluate any
opportunities with the Company and for no other purpose and shall return
this CIP together with any copies to the Company upon request. This CIP
contains confidential material which is non-public information concerning the
Company. Receipt of this CIP constitutes your acknowledgment that you will
maintain the information contained herein in strict confidence. This CIP does
not constitute an offer to sell or the solicitation of an offer to buy any
securities or assets of the Company, nor should this CIP be construed to
indicate that the business of the Company remains unchanged since the
date of this CIP. The Company has no obligations to amend or update this
CIP at any time.

All information contained herein has been provided by the Company or other
sources that the Company deems reliable; however, the Company has not
independently verified certain of the information, including the financial
estimates and projections, contained herein.

© 2023 Private and Confidential

This CIP includes certain statements, estimates, and projections provided by
the Company with respect to its anticipated future performance. Such
statements, estimates, and projections reflect various assumptions
concerning anticipated results, which assumptions may or may not prove to
be correct. Such statements, projections and estimates are not necessarily
indicative of current value or future performance, which may be significantly
more or less favorable than as reflected herein.No representations or
warranties of any kind are intended or should be inferred with respect to any
economic return from the Information.

The products, product names, logos, brands, and their trademarks featured or
displayed within the CIP are the property of their respective trademark
owners. Unless indicated otherwise, the trademark owners are not affiliated
with, nor do they sponsor or endorse, the Company nor the Company’s
securities, products or services.

This CIP does not purport to contain all of the information that may be
required to evaluate any transaction, and any recipient hereof should conduct
its own independent analysis of the Company and the data contained or
referred to herein. The Company has no obligations to provide additional
information or to correct or update any of the information set forth in this CIP.
The Company makes no representation or warranty, whether express or
implied, regarding this CIP, including without limitation the accuracy,
completeness, or suitability of the information contained in this CIP, or made
available, orally or in writing, in connection with any investigation of the
Company, and nothing contained herein is, or shall be relied upon as, a
promise or representation, whether as to the past or the future. The recipient
should rely solely on the representations and warranties made to it by the
Company in the executed definitive agreement regarding the transaction (if
any). No party has any obligation (whether express or implied) to offer, accept
or negotiate any agreement.

Nothing herein is intended to in any way modify, amend or supersede any of
the terms and conditions set forth in any Confidentiality Agreement made
between the parties, which remains in full force and effect in accordance with
its terms. If you have any questions or need additional information, please
contact the Company.

Any investment opportunity herein is not intended for distribution to,
or use by, any person or entity in any jurisdiction or country where
such distribution or use would be contrary to local law or regulation.
Any investment opportunity herein is available only for Non-US
Accredited Investors. It is the responsibility of each person outside of
the United States to comply with any applicable laws and regulations
of their jurisdiction before accessing or using this investment.

Past performance, if any, does not guarantee or indicate future
results or returns. The value of investments can fluctuate, and
investors may lose all or more than their original investment.
Investment outcomes are subject to various market, economic, and
other risks that may cause future returns to differ from historical
performance.

This material is provided for educational purposes only and does not
constitute an offer to buy or sell securities, products, or services in
any jurisdiction including without limitation, within Latin America,
North America or where such an offer is illegal or to any person for
whom this offer is illegal. If any securities, products, and services are
mentioned or inferred in this CIP, they may not have been registered
with the securities regulator in Brazil, or any other securities regulator
in any Latin American country or North America. None of the
information discussed herein should be provided to the public in
Brazil, any other Latin American Country or North America.

If you have a complaint or concern about any aspects of our
products or services provided in the Information, please contact our
Customer Support at support@stablehouse.com. Please provide
clear details of your nature of complaint and we will promptly
acknowledge receipt and investigate as necessary.
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" Rust et WebAssembly,
levier de frugalité et de
robustesse pour les traitements
de données

Engineering Delivery Manager
Thales

THALES

Building a future we can all trust
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LEVIER DE FRUGALITE ET DE
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Reyyan TEKIN, Thales BUILDING TOGETHER, INNOVATING FURTHER

H- Hippo RISC-V CVAé Thales’ Kubernetes stack E'J Fred

®

2021 2023 2025

@ >

2022 :

® ®

ProbZélus ra Punch Reef
" Frugal by Design

Open source —® Thales Inner source
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https://projects.laas.fr/hippo/home.php
https://gitlab.inria.fr/parkas/zelus
https://punchplatform.com/
https://cva6.readthedocs.io/en/latest/
https://cva6.readthedocs.io/en/latest/
https://cva6.readthedocs.io/en/latest/
https://gitlab.thalesdigital.io/reef
https://www.thalesgroup.com/en/group/responsability/magazine/thales-contest-sparks-new-ways-make-technology-more-frugal
https://fredk8.dev/

SAUVER LES
OISEAUX AVEC
RUST ET WASM

Une approche frugale aux
traitements de données



CONCILIER PERFORMANCE, SECURITE ET LEGERETE

Sobriété numeérique

* Réduire I’empreinte énergéetique des traitements de donneées.
Edge computing

* Besoin de traitements locaux, rapides et autonomes.

Sécurité des données
* Protection des données sensibles dans des environnements distribués.

Contraintes métiers
* Ressources limitées, connectivité intermittente, exigences temps réel.

110



TRAITEMENTS DE DONNES CRITIQUES
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Edge

Centrale

Cas d’usage
Cybersécurité
Capteurs critiques
Systemes satellite

Smart industries

Fonctions (Faas)
Formatage
Enrichissement
ldentification
Détection
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REEF : RESOURCES EFFICIENT FUNCTIONS

4 h + Codé
?{; @ % [ [@] Codé en Rust
* 25+ connecteurs : encryption,
:| Tensorflow Lite, Kafka, ...

* SDK pour les connecteurs

?go@ % [ [g :I ) [@ customs Wasm
J * Méme composant en edge et

g :| en centrale

AOE [ ! )

Edge Iw N - - Centrale

Admin, op. readiness



REEF : COMBINER RUST ET WASM POUR UNE ARCHITECTURE
ROBUSTE

Input
Data

®

Tolérant aux
erreurs

® G-co. | ik p

function

@ Rust : Slreté, hautes performances

M WebAssembly (Wasm) : ultra léger, sécure, multi-langage, multi-plateforme

Frugal and Robust Data Processing Using Rust and WebAssembly. R. Tekin, punchplatform.com



https://punchplatform.com/2023/09/14/frugal-and-robust-data-processing-using-rust-and-webassembly/
https://punchplatform.com/2023/09/14/frugal-and-robust-data-processing-using-rust-and-webassembly/

REEF, STRATEGIQUE

< @ () (3] https://www.thalesgroup.com/fr/group/responsabilite/magazine/concours-thales-rendre-technologie-plus-sobre () | ¢ &3

Global Marchés Candidat Investisseur Journaliste Customer Online Fournisseur

THALES

un avenir de confiance

“Reef représente un systeme de fonction de traitement de
données a faible empreinte et haute performance pour des
applications modernes d'analyse de données distribuées,
avec des exigences strictes en matiere de sdreté et de
securite.”

Olivier Flous

-
= Thales “Frugal by Design” Contest

377 .
= Thales Innovation Award
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DES PREMIERS BENCHMARKS PROMETTEURS

Consommation d'énergie (Wh) Temps d’exécution (min) Poids de I’application (Mo)
Python Python Java
Java Java Python
Reef Reef Reef
0 0,2 0,4 0,6 0,8 00:00  01:12  02:24  03:36  04:48 0 200 400 600 800
14 millions 14 millions Environnement Exécutable
73% plus économe que FaaS Python 120% plus rapide que FaaS Python x23 plus léger que FaaS Java
18% plus econome que Faas$S Java 32% plus rapide que Faas Java x2,6 plus léger que FaaS Python

4,‘_,‘_,‘_, Faa$S legacy Java, Python et
Reef avec la méme

csv traitement HTTP architecture
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RETOUR D’EXPERIENCE

Ce qui a bien fonctionne

Déploiement fluide sur architectures
hétérogenes (x86, ARM, RISC-V).

Faible empreinte mémoire et CPU.

On embarque uniquement I’essentiel
grdce a Wasm.

Mises a jour dynamiques et sécurisees
des fonctions.

Rust, WebAssembly, TensorFlow, and RISC-V: a powerful

cocktail for edge Al. D. Tombroff, punchplatform.com

Difficultés rencontrées
* Debug Wasm encore limité (code et

compilation)

Chaine de cross-compilation complexe
a maintenir.

Certaines bibliotheques Rust non
compatibles ou partiellement
supportees en Wasm.

Courbe d’apprentissage Rust pour les
équipes non initiées.

GitHub - ThalesGroup/rust-coding-dojo: Gather

ressources to practice Rust language
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https://github.com/ThalesGroup/rust-coding-dojo
https://github.com/ThalesGroup/rust-coding-dojo
https://github.com/ThalesGroup/rust-coding-dojo
https://github.com/ThalesGroup/rust-coding-dojo
https://github.com/ThalesGroup/rust-coding-dojo
https://github.com/ThalesGroup/rust-coding-dojo
https://github.com/ThalesGroup/rust-coding-dojo
https://github.com/ThalesGroup/rust-coding-dojo
https://github.com/ThalesGroup/rust-coding-dojo
https://github.com/ThalesGroup/rust-coding-dojo
https://punchplatform.com/2024/05/28/rust-web-assembly-tensorflow-and-risc-v-a-powerful-cocktail-for-edge-ai/
https://punchplatform.com/2024/05/28/rust-web-assembly-tensorflow-and-risc-v-a-powerful-cocktail-for-edge-ai/
https://punchplatform.com/2024/05/28/rust-web-assembly-tensorflow-and-risc-v-a-powerful-cocktail-for-edge-ai/
https://punchplatform.com/2024/05/28/rust-web-assembly-tensorflow-and-risc-v-a-powerful-cocktail-for-edge-ai/
https://punchplatform.com/2024/05/28/rust-web-assembly-tensorflow-and-risc-v-a-powerful-cocktail-for-edge-ai/
https://punchplatform.com/2024/05/28/rust-web-assembly-tensorflow-and-risc-v-a-powerful-cocktail-for-edge-ai/
https://punchplatform.com/2024/05/28/rust-web-assembly-tensorflow-and-risc-v-a-powerful-cocktail-for-edge-ai/
https://punchplatform.com/2024/05/28/rust-web-assembly-tensorflow-and-risc-v-a-powerful-cocktail-for-edge-ai/

VOYONS UN CAS
D’USAGE



ETUDE DES OISEAUX AUTOUR DES EOLIENNES

NANTES DU NUMERIQUE

DE NANTES

centRALe | SO\

Experts a une localisation spécifique, & un moment précis

Eoliennes Offshore
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https://commons.wikimedia.org/wiki/File:Windmills_D1-D4_(Thornton_Bank).jpg

BEAK : BIODIVERSITY AND ENVIRONMENTAL ANALYTICS FOR BETTER
KNOWLEDGE

B e

= A = o as e
Proe, Sf Fpeiec IAAA

Edge Centrale
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C++

BEAK

: ARCHITECTURE

HTTP

@-0-@-

Forma-
tage

i Jupyter

Base de
données

Jupyter
Notebook

O,

Réentrainement
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{Q} Dashboard

@ Artifacts

> Configurations

&3 Lineage

L)\ sigma Rules

A Alerts

D Devices

©
{g} Settings

L, Profile

Devices

GESTION DE FLOTTE

Enable Activity o Enable Map

Q Search Alert

Name 7|

bird-identification-ltr

bird-identification-ltr
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bird-identification-ltr

Saint:-Malo

Dinard

4
DevicelD T] Device type ||
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TRAITEMENT DE DONNEES EN EDGE

bird-identification-ltr Q Q e o0 & S @ P O ® 55 v

Configuration Dependencies

o)y Dashboard Name
bird-identification-(tr
@ Artifacts
enrich Image
enrich_field
= Configurations [ ghcr.io/punchplatform/rline:0.1-dev
<> http
'® { Hip Engine
transform Kind
Q Sigma Rules -\ L] StreamPunchline BatchPunchline
/ <> O/
I\ Alerts /
inference
p tflite
[Z] pevices ) <O

@
E'} Settings
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DEPLOYER ET METTRE A JOUR LES FONCTIONS

Artifacts Server

Q Search artifacts

{ar Dashboard Types vehicle-predictor @ model
GROUP: io.model VERSION: 1.0
File
GD) Artifacts

Punch Parsers

Published : 17 days ago

Vehicle predictor model pandas(2.0.0), sklearn(1.1.1)

= Configurations Model
Additional Jar
6% Lineage Additional Pex
Patch starter-sigma-rules-wasm-compiled @ wasm
Punch Sigma Rules GRrROUP: com.github.punchplatform VERSION: 0.0.0-dev Published : 9 days ago
.Q Sigma Rules
Wasm This artifact is a wasm module generated from rust code
& Alerts Groups o
jo.model © Punch T Rust B wasm ) Generated
com.github.punchplatforr
[1] pevices com.github.rline

@ ip-anonymization
GROUP: com.github.rline VERSION: 0.1.0

This package provides ip anonymization functions.

2 Punchplatform  ©» Rust O WebAssembly ) Cybersecurity

@ melspectrogram @ wasm
GROUP: com.github.rline VERSION: 1.0.0

Published : 10 day:

Signal processing: melspectrogram (C++)

2, Punchplatform  © Rust © webAssembly T loT & Signal processing

@

{é} Settings
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TRAITEMENT DE DONNEES EN CENTRALE

Lineage Agplication v e v [cRetesh] 5 v

s 2! e (=
o o *-
IlE= L

~ Jupyter BEAK analysis ity a 12 minutes [

il o View Col  Ken ’ Nonfable | # | Pyihon 3 (pykeme)) O

B+ % @B A v Pecue B C» Ve 4 8 o
eprésentation du pourcentage d'observation de chaque espéce en fonction de I'heure de la =
journée

Entrée (114): W a

df["Hour'] = pd.to_numeric(df['Hour'])

hour_counts = df.groupby([‘Scientific name’, ‘Hour'])['Conmon name'].count().reset_index(name='count
hour_counts("percentage'] = (108*hour _counts[’count]//hour_counts.groupby('Scientific nane’)("count'].transfors

pLt. figure(figsize=(12, 8))

sns. heatmap (hour_counts.pivot(*Scientific name', 'Hour', 'percentage'), cmay
plt.xlabel ('Heure')

pLt.ylabel (‘Espece’)

pLt.title('Pourcentage d\'espéces en fonction de \'heure de la journée')
pL. show()

coolwarm', annot=True, fni

Alerts Dalat Rafrash | s v
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Entrée (115) M m = folium.Map(location=[df['Latitude’].mean(), df['Longitude'].mean()], zoom start=7)
[recom SYSTEM UNRESPONSM Davicls st punchaleringrusdeve zonesurope-vest b 1702905197565 . ) :
[ recdiun ] SYSTEM_UNRESPONSW  Davice i nactive hosl 17029 o pen & ’ ’
J u pyte r N Ote bOO k fraion) SVSTEM UNRESPORSM Do s nactive . . . , ’ .
[ reciun § SYSTEM_UNRESPONSN  Davice is inactive - pac 1 a Y -
D SYSTEM_UNRESPONSW)  Davice fs lnactive 1 o pen & @ one :
firecion) SYSTEM UNRESPONSI  Device s nctve . . : . f .
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C Ju pyter BEAK analysis Derniére Sauvegarde : il y a 12 minutes  (auto-sauvegarde)

File Edit View Insert Cell Kernel Help Non fiable =~ ¢° |Pyth0n3(ipykernel) @)
+ x @ B A ¥ PExécuer M C MW | Code v 4 = O nbdiff
Représentation du pourcentage d'observation de chaque espéece en fonction de I'heure de la
journée

Entrée [114]:

M # Convertir la colonne "Hour" en type numérique

df['Hour'] = pd.to numeric(df['Hour'])

# Calculer le pourcentage d'espéces en fonction de l'heure de la journée
hour counts = df.groupby(['Scientific name', 'Hour'])[‘Common name'].count().reset index(name='count"')
hour counts['percentage'] = (100*hour_counts['count']//hour counts.groupby('Scientific name')['count'].transform

# Tracer le heatmap

plt.figure(figsize=(12, 8))

sns.heatmap(hour_counts.pivot('Scientific _name', 'Hour', ‘'percentage'), cmap='coolwarm', annot=True, fmt=".0f",
plt.xlabel( 'Heure")

plt.ylabel('Espéce')

plt.title('Pourcentage d\'espéces en fonction de 1\'heure de la journée')

plt.show()

4 4

Pourcentage d’'espéces en fonction de I'heure de la journée
Aegolius funereus - 50 5 P 100
Aquila adalberti - 100
Asio otus - 50 50
Athene noctua -
Bubo bubo -
Buteo buteo -
Certhia brachydactyla -
Columba oenas -
Columba palumbus -
Corvus corax J25

Corvus cornix -
Corvus corone -
Cyanistes caeruleus -
Dendrocopos major -
Dendrocoptes medius -
Erithacus rubecula -
Falco tinnunculus -
Fringilla coelebs -

Gallinula chloropus - 100
Garrulus glandarius -
Geronticus eremita -
Glaucidium passerinum -
Luscinia megarhynchos -
Otus scops -
Parus major -
Phylloscopus collybita -
Pica pica -
Picus viridis -
Psittacula krameri -
Sitta europaea -
Spinus spinus -

20
LNTE 10 17 13 0 17 3 /19 E [ 5 4]
EEgy Lo

Espece
Pourcentage

Sturnus unicolor -
Toglodytes troglodytes -
Turnix sylvaticus -

01 2 3 4 5 6 7 8 9 101 121314 1516 17 1819 2021 2 23

Carte interactive pour visualiser I'emplacement des observations

.
P | P

A
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DANS LA CONTINUITE

CENTRALE

e Renforcement de la collaboration avec Centrale Nantes
* Module de cours dispensé en mai

* Premiers résultats en cours sur I’lA miniature (ANR OWL)
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DANS LA CONTINUITE

Fred : on-going Thales Open Source
Assistant-architecte cloud multi-agent LLM

Reef fait partie de Frugal IT

HIUHICHIYUES. Ua1S UEIE T SPECUIVE, 1€ 1E16181 1081 YETIRTa1 US | EUULUHEPUUIH UES ST1VICES

=
@ numeériques vise a établir une base de connaissances et recommandations commune permettant e =
d'accompagner les démarches volontaires décoconception. Outil d'action et de sensibilisation, il

Frugal IT
= poursuit quatre objectifs principaux

1. Concevoir des services numeriques plus durables permettant d'allonger la durée de vie des

rift -

Hmestamg per 20 mimaes

Carben OV
1
| I

Power OV,

The main eco-design principles for digital services, as outlined in the "Référentiel Général

d'Ecoconception des Services Numériques,” include:
Q Inspect
1. Designing Sustainable Digital Services: This involves extending the lifespan of digital

Explain devices by ensuring services are compatible with older devices, optimizing for various usage
contexts, and using open-source solutions to prolong service life and device usage.

Facts
o A 2P 9 y. This principle focuses on reducing the negative impacts
of the attention economy by limiting features that encourage excessive use, giving users
B chat control over their usage, and minimizing data collection for advertising profiling
3 Optimize 3. Reducing Resource Usage This involves optimizing data traffic and infrastructure use,
3 minimizing multimedia content size, reducing seryer requests, and using efficient hosting
rofile

solutions to lower the environmental footprint of digital services.
I H AI Cﬂ 4. Increasing Transparency. Encouraging the publication of reliable environmental Indicators
to promote the development of sustainable solutions and inform users about the
environmental impact of their digital usage.

THAles Low Carbon : capteurs et These principies a0 recduce the envronmental impact of igtal services troughout thei
lifecycle, from design to usage, by focusing on sustainability, efficiency, and transparency.
tableaux de bords

D9 o

Fred design and architecture. T. Jouannic, D. Tombroff, L. Gerardi and R. Tekin, fredk8.dev



CONCLUSION

Rust + Wasm : une voie
concrete vers un
numerique frugal et
sécuriseé

Sécurité : Rust élimine les erreurs
mémoire, Wasm isole les fonctions.

Frugalité : faible empreinte CPU/RAM,
idéal pour I’edge.

Portabilité : méme code sur ARM, x86,
RISC-V, cloud ou embarqué.

Ce qu’il faut maitriser
pour reussir

Debugging Wasm.
Chaine de cross-compilation complexe.

écosystéme Rust/Wasm encore jeune
pour certains usages (IA par exemple).
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MERCI

Reyyan TEKIN

Thales
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4 Systematic

Paris Region Deep Tech Ecosystem

" Rust & WebAssembly :
Sécurité et Portabilite
du Cloud aux Enclaves

Expert en Chef de plateforme

developement logiciel ingénierie
Secretarium France Secretarium France

& secretarium
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& secretarium

Rust & WebAssembly: Sécurite et
Portabilité du Cloud aux Enclaves

Ftienne Bossé & Jean-Jacques Lafay, Secretarium | Juin 2025




Qui sommes nous?

Etienne Bosse Jean-Jacques Lafay
Responsable Produit Développeur Senior
Secretarium/Klave Secretarium/Klave

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \



Qui sommes nous? e

Le talk entre vous et votre - \
pause déj ! ) \

ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025



Agenda

« Secretarium et sa mission

« Notre contexte technique et le role de Rust

« Rust & C++: Intégration de Rust dans des enclaves

* Rust & WebAssembly: Modele en composant et ecosysteme

« Demo: Construction d'une application Rust qui tourne dans une
enclave sécurisee.

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \



Secretarium: Mission

‘,.: Nous accompagnons nos clients sur les cas d'usage suivants :

@ Collaboration sur données sensible Sécurité et confidentialité des données

@ Conformiteé reglementaire {g IA Confidentielle

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \



Secretarium: Systeme Honnéte

Vérifiabilitg tegrite

« Apporter de la transparence sur
la maniere dont les données sont
protégées, gérées et utilisées. »

Honnéteté

Confidentialité

ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025




Caractéristiques d'un Systeme honnéte

m* Principales caractéristiques d'un systeme honnéte :

1- Garder l'intégrité des données et du code en tout temps

2- Garder la confidentialité des données et du code en tout temps
3- Garder un comportement verifiable et déterministe en tout temps
4- Et tout ¢a, de maniere vérifiable et infalsifiable

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \



Construire un Systeme Honnéte

THE MODERN TECH STACK

Confidential Data s = g COMPROMISED
> BY A CUSTOMER
App COMPROMISED BY A
Runtime
Guest OS
Hypervisor COMPROMISED BY
> UNKNOWN HACKERS
Host OS

v

V / /4
A\

BIOS / Firmware

\ 4

Hardware

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \
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Construire un Systeme Honnéte

U
d
0

Confidential Data

d

[
»

N
s
3
3

ApP

v

Runtime

v

Guest OS

v

Hypervisor

v

Host OS

v

BIOS / Firmware App

\ 4
A 4

Racine de la

Hardware Hardware confiance

v

v

<&
<«

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \
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Construire un Systeme Honnéte: Technologies

Intel SGX Wamr Wasm Component Model
& 1.0.0
| 2015 2017 2022 2023 2025 |
WEN WasmTime @ 1.87.0

m WASM + TEE + DLT =Honest Computing

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \




Informatique Confidentielle et
Environnements d’Exécution de Confiance

En utilisation

Exécuter des traitements dans les

,0 Concepts clefs: " dans un TEE reste dons 1o TEE.
Au repos En transit
ité Chiff T t sécurisé et chiffré
® Securité Hardware ifismenraticpes e mu
© Proteége l'intégrité du code et 7
des données en utilisation <> f -
© Apporte le concept denclave . """""""" B >
securisée .
o

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \



Informatique Confidentielle et

Environnements d’Exécution de Confiance

Sans
Informatique Confidentielle

Informatique Confidentielle:

Isolation Machine Virtuelle

Informatique Confidentielle:

Isolation d’application ou de
processus

Informatique Confidentielle:

Isolation de function ou de
librairie

ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025

Cloud Stack &
Cloud System
Administrators

Cloud Stack &
Cloud System
Administrators

Cloud Stack &
Cloud System
Administrators

Cloud Stack &
Cloud System
Administrators

BIOS &
Firmware

BIOS &
Firmware

BIOS &
Firmware

BIOS &
Firmware

Host OS &
Hypervisor

Host OS &
Hypervisor

Host OS &
Hypervisor

Host OS &
Hypervisor

Virtual
Machine
Administrator

Virtual
Machine
Administrator

Virtual
Machine
Administrator

Virtual
Machine
Administrator

Guest OS

Guest OS

Guest OS

Guest OS

Application
of Process

Application
of Process

Function
of Library

Confidential
Data

Confidential
Data

Confidential
Data

Confidential
DE] ]



Notre Architecture Originelle

———————————————————————————————————————————————————————————————————

———————————————————————————————————————————————————————————————————

ik Défis a adresser:

© Compliqué a construire/utiliser
© Démarrage lents
© Pas de mutualisation

[ Hardware ] [ Hardware ] [ Hardware ]

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \




Notre Architecture Actuelle

———————————————————————————————————————————————————————————————————

———————————————————————————————————————————————————————————————————

,@' Eléments Clefs:

© Intégration Rust & C++
© Intégration de Wasm
] © Utilisation de Rust avec Wasm

|

[ Hardware ] [ Hardware ] [ Hardware ]

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \




Rust & C++ Integration
Motivations:

‘@; Intégrer un environnement d’exécution Wasm

@)
i Cela va permettre de: M MVP: WAMR

I
|
|
|
(@ Faciliter 'adoption par les devs : @ Intégration facile avec SGX
(® Mutualiser les apps dans des enclaves l © En C++
|
I
|
|
|
|
|

(® Réduire les temps de démarrage
O Limitations:

) Pas de Component Model
&) Difficile d'utiliser le mode compilé

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \



Rust & C++ Integration
Passage a Wasmtime:

‘@; Migrer vers WasmTime (construit en Rust).

A
‘" Celava permettre de: Les avantages de Rust:

I
|
|
I
(© Supporter le Wasm Component Model : @ Intégration facile avec le C++
© Atteindre des perfs natives pour les apps | ( Slrete mémoire
© Préparer la migration vers Rust : © Plus d'UB en pratique
: (© Performances comparables a C++
I
I
|

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \



Rust & C++ Integration
Rust dans une enclave SGX, challenges et solutions:

‘@; Utiliser Rust dans nos enclaves, tout en conservant l'infra C/C++ existante.

A Contraintes:

L] : ’
j.: Solution: Forker Teaclave -> TeaKlave

® Architecture et modéle de sGreté des ( Fourni les fonctions core et std de Rust

|
|
|
|
|
|
enclaves I (® Compatible avec les versions récentes du
@ Utilisation du SDK SGX (C/C++) | SDK SGX

|

|

|

|

|

@ Solutions limitées en Rust:

 Fortanix (trop spécifique pour notre
usage mixte)

 Teaclave SGX SDK: Peu maintenu

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \



Rust & C++ Intégration (dans une enclave)
TeaKlave, le pont entre les deux mondes :

‘@; Intégrer Wasmtime avec TeaKlave dans I'enclave.

Intégration de Wasmtime avec TeaKlave:

(@ Utilisation d'une target spécifique pour Wasmtime
(@ Implémentation des fonctions utilisées par le code Rust via la

target en utilisant le SDK SGX
 Allocation de mémoire & protection de pages
« Gestion des traps Wasm via signaux (setjmp/longjmp)

(» Extension de la Wasmtime C-API pour supporter le
Component Model.

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \

TeaKlave




Rust & C++ Intégration (dans une enclave)
Retour d’experience:

E{ Ce qu’on a accompli:

(» Enclaves hybrides C/C++ & Rust grace a notre fork Teaklave
@ P (@ Intégration de Wasmtime via le support platform-custom
@ Extension de la C-API pour exposer le Component Model

TeaKlave . : .
o, Prochaines étapes:

(3)

@ Finaliser le support Component Model
@ Améliorer la compatibilité WASI
@ Réduire les frictions Cl (Rust nightly, Docker multi-user)

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \



Rust + WebAssembly pour les Apps
Pourquoi Rust ?

cargo build --target wasm32-unknown-unknown --release

Les avantages de Rust pour les Apps:

& cratesio DR

No standard library

© Compilation native vers WebAssembly
© Performance du code généré
® Ecosystéme mature & tooling solide

(® Sécurité renforcée : sandbox Wasm + garanties Rust

Subcategori

hashbrown v015.4

ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025




Rust + WebAssembly pour les Apps
Wasm Component Model & WIT

@ Pourquoi utiliser le Component Model ?

(» Dépasse les limites des modules Wasm classiques : fini les fonctions a types primitifs uniquement
(» Expose des interfaces riches (chaines, listes, structures...) via WIT
(@ Interopérabilite entre langages : Rust, C, Go... se comprennent

(@ Isolation mémoire renforcee : plus d'export de meémoire brute — communication uniquement via
interfaces

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \



Rust + WebAssembly pour les Apps
Wasm Component Model & WIT

package klave:sdk; #[allow(warnings)]

mod bindings;
interface sdk {
use bindings::Guest;
use klave;
struct Component;

notify: func(msg: string);

read-ledger: func(table: string, key: list<u8>) -> result<list<u8>, string>; impl Guest for Component {

fn greet_user(user: String) {

let Ok(city) = sdk::read_ledger( , &user) else {
} sdk: :notify(&format! ( , &user));

return;

13

let msg = if city.is_empty() {
format! ( , user)

o } else {

format! (

package component:rust-example; user, ’

String::from_utf8(city).unwrap())
)

)75
world rust-example { sdk: :notify(&msg);
import klave:sdk/sdk; } !
export greet: func(user: string);
} bindings: :export!(Component with_types_1in bindings);

ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025




Rust + WebAssembly pour les Apps
Retour d’expérience:

Rust n'est pas juste compatible avec WebAssembly, il semble avoir été congu pour lui.

C Y
2 )
* En revanche, il reste des défis a adresser:

@ Lutilisation de librairies Rust conduit vite a de gros fichiers Wasm

@ Sans Component Model la gestion de la mémoire est plus délicate
@ Les builds Rust vers Wasm sont difficiles a reproduire (attestation)

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025 \



Démo

R klave

Rust-app (s

4R Démo sur la plateforme Klave: T §

E_g Organisation Activity

& Organisation Credits

83 Organisation Settings M
(» Création d'un composant écrit en Rust o e o
(© Déploiement sécurisé dans une enclave (TEE) d

© Interaction avec le composant via son interface

Production  Deployed
Ciphertrust-Api-wasm

Activities
-~
> @
- @

ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUIN 2025




Conclusion et Q&A

Rust est au de notre architecture

(» Sécurité mémoire et isolation garanties &A
(» Interopérable avec notre base C++ via Teaklave

(» Déploiement WebAssembly dans des enclaves SGX
(» Component Model + interop multi-langage activés

‘ ETIENNE BOSSE & JEAN-JACQUES LAFAY | JUNE 2025 \



4 Systematic

Parls Region Deep Iech ECOSYSTEm

RUST PARIS 2025

Cocktail
Déjeunatoire

Reprise a 14h

@ocmE@ THALES AdaCore CENOTELIE 1 coga @ XBTO



4 Systematic

Paris Region Deep Iech ECOSYSTem

RUST PARIS 2025

Arthur Carcano

Ingénieur R&D Rust |

Docteur en mathématiques et informatique
Ocamlpro

....................................................................................................................................................

@ocmE@ THALES AdaCore CENOTELIE 1 coga @ XBTO




4 Systematic

Paris Region Deep Tech Ecosystem

= Rust dans I'lautomobile :
efficacité, sécurité, surete, et
attractivite

Software Expert Leader
Ampere (Renault Group)
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Who am | ?

Ampere (Renault Group)

\“‘\\3‘\2 years of experience in Software: Mobile Telecommunications and Automotive industry.

Ui@ss domams expertise: Hardware and Software, Embbeded and Cloud Software.
\F Hsv Data driven, Hands On and Efficient leader.

"ﬂ,h
\qked atIBM Philips, Motorola, Google, Intel, Renault/Ampere, ..

'.'-'n'

'.I Note: Frédéric AMEYE is the main author of this presentation.

\ \ *EPassronate about technology. Started coding in 1984 when computer Ram was in kilobytes ©.




Fact: many critical infrastructures

0 ¢
04
0.0‘0.0

in cloud/techuseRust. /|  —

Cloudflare/AWS Firecracker, Amazon Prime Video, Microsoft Hyperlight, Microsoft Pluton, Google Android drivers, Cloudflare Pingora,...

/

i \Rustteamsatareas
ED 1sing Go Elple



X
’0:0:0}‘
()

EEEEEE

. How much money do {Amazon, Microsoft, Meta, Google} lose
- per each minute of software unavailability due to a bug?
- = — I ; LA | - = A

| '« B:2000 S/minute

j— —
=« A:20S/minute

-

N
e o a— - T WET 1‘45’}'@7’__ 3L W
. C: 200 000 $/minute " _ [D:20000 000 $/minute ab¢
. — W — . "‘h!a ' T N el A

Source: https://www.upguard.com/blog/the-cost-of-downtime-at-the-worlds-biggest-online-retailer
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Programming lan
an irrelevant impleme
in the era of LLMs?

ion detail

system architecture, softwar
architecture, reliablility, ease of data
exchange, quality, maintenabillity,

Productivity, Cost & Time-to-Market

L CRCEUWALE
It has an impact on



THE TIPPING POINT OF SDV: SECURITY VS. OPEN DATA FLOWS

0‘:::::’0
R0
(X]

simple communication simple communication
library library

(eg. CAN) (eg. CAN w/ external
microcontroller gateway)




THE TIPPING POINT OF SDV: SECURITY VS. OPEN DATA FLOWS
49
0‘:‘:‘:’0

OO0
0‘0‘0

simple communication simple communication
library library

(eg. Eth+UDP) (eg. Eth+UDP)




THE TIPPING POINT OF SDV: SECURITY VS. OPEN DATA FLOWS

0‘:::::’0
R0
(X]

mid complex mid complex
communication library communication library

(eg. SOME/IP) (eg. SOME/IP)




THE TIPPING POINT OF SDV: SECURITY VS. OPEN DATA FLOWS

0’:::::’0
A0
0’0 ’0

mid complex mid complex .
communication library communication library without memory safety

= restrictions (proxy + protocol
breaker)

(eg. SOME/IP) (eg. SOME/IP)




THE TIPPING POINT OF SDV: SECURITY VS. OPEN DATA FLOWS

¢
%
O
O
DOOO0
OG0
(XX
¢
Safety-critical zone computers Exposed zone
computer
(Android, infotainment)
mid complex mid complex .
communication library = communication library without memory Safety
; — i i +
(eg. SOME/IP) I (eg. SOME/IP) restrictions (proxy protocol
= breaker)
safe complex complex
OEM/3rd- stack stack
party
apps (eg. gRPC, (eg. gRPC,
DDS + TLS) DDS + TLS)

. break TLS and do DPI?
. C/Ada + formal proof?

. ship as-is and pray?
. garbage-collected language?




THE TIPPING POINT OF SDV: SECURITY VS. OPEN DATA FLOWS

¢
X
(XX
XX
XXX
OO0
0.0‘0
¢
Safety-critical zone computers Exposed zone
computer
(Android, infotainment)
mid complex Prox mid complex .
communication library = Gatewéy communication library without memory safety
; — i i +
(50, SOME/IP) 3 I oa (50, SOME/IP) X resl’irlc)tlons (proxy + protocol
- reaker
safe complex safe complex with memory safety
OEM/3rd- tack tack . .
pos =) > (with Rust) and cryptographic
apps (eg. gRPC, (eg. gRPC, access control
DDS +T DDS + TLS) e
@ L@ = no restrictions




THE TIPPING POINT OF SDV: SECURITY VS. OPEN DATA FLOWS

BEFORE SDV TRADITIONAL SDV AMPERE SDV
(EG. OUR COMPETITORS ©)

Access control + Firewall + Firewall + Firewall
management + Simple Gateway + Complex Gateway + Zonal cryptographic
(eg. unauthorized + Ethernet physical port + Ethernet physical port authentication
service access) matching matching

+ TLS/MACSEC

Mechanisms to limit Nothing Nothing + Rust

attaCk Surface on (« simple protocols ») (« crossing fingers » or « fast bug + Zonal memory Safety

-or- fixes »)
rules

+ App sandboxing

protocols/ paylofads Protocol breakers -0r-
(eg' memory-sa Ety) (for the best of us) Host packet inSpeCtiOn

-0r- (too late and non-exhaustive)

Protocol changes

(for the ones who tried)

Cyber-Effectiveness

EE/SW-arch flexibility
Data availability

Total cost impact



A SCALE ON THE LEVEL OF PROOF (SECURITY & RELIABILITY)

S
’o:o:o}‘
()

EEEEEE

F | verificati ith
$S5S5555555 e

proof

SSSS Rust X-safety

* hardened libc++
$SSSSS C++ with best security SafeBuffers

practices* HWASan
ASLR

MTE
C++ code written by CFI...

an average developer

C code written by lowest-cost embedded
outsourced team

S multi-threaded networking code generated by ChatGPT
in C 174



It all started from there:

Reliability and Security.

At scale |technically
organisatipn



COMPILER-ASSISTED UPSKILLING ..:..
XY
‘0:0:0‘
A needs 10+ years of experience
and will still make memory-management mistakes, leading to
functional bugs and severe security issues.
B w4 A will be catched by the compiler before

o> ““ making the same mistakes.

~_ 176



That’s not just
memory safety.

Dependency management (Cargo)
Fearless concurrency
Compiler-assisted refactoring
Docs & testing frameworks '
Zero-cost abstractions Smy//////

Type-safety & error-handling



THE BEGINNING

Now, more than 70% of the non-safety-critical
in-house components are built using Rust,

and the OS/SDK we are developing with Google
is Rust-based and provides Rust-by-default APIs

This gave incentive to propagate Rust slowly,
with now >200 engineers onboarded.

6‘6‘6‘6
0‘0‘0 .0 .0
(XX)

EEEEEE




Hiring and training?

EEEEEE




AFTER TRAINING 200+ PEOPLE: THEY ARE HAPPY Y

Do you think Ampere would benefit to have more
SW developed with Rust?

Probably not (10%)

Yes, certainly
40%

Source: internal Ampere survey

0’:::::’0
A0
0’0 ’0

EEEEEE

Do you think vehicle safety/security is improved
by using Rust?

Probably not

7%

Yes, certainly
32%
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AFTER TRAINING 200+ PEOPLE: THEY ARE HAPPY ’0:0,
0}:0:0:0
0’0’0

If you had to create a new SW component

Do you think Rust is an asset to your career?
now, would you choose Rust?

Probably not

100,
TJ70

Yes, certainly
33%

181

Source: internal Ampere survey



I TS ALSO AN ATTRACTIVE TECHNOLOGY (VS. TALENT POOL) )

B
0.0.0 .0 .0
(X X)

EEEEEE

86.1%

43.4%

331%

Rust Ct++

(@]
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Source: StackOverflow



Accelerating & Commiting 4

DOOO
OO0
0.0.0

EEEEEE

Goal 1 : involve more the overall automotive ecosystem

Goal 2 : propagate Rust to safety-critical code

In short: Rust will become a mandatory requirement.

Incl, not limited to: bootloaders, shared HSMs, shared hypervisor
drivers/code, exposed network/BT/USB drivers, general code exposed
to untrusted data (SWupdate, cloud, connected ADAS).



AND THAT HAS BEEN OUR
EXACT STRATEGY SINCE 2023
(...EARLY POCS IN 2022)

1971

Rust in Ampere SDV

‘ (incl Safety-Critical)
‘0‘0‘ SoP 2028-2031
“Q‘Q‘Q“ Rust in Ampere SDV
0‘0‘0‘0 & Google SDV (QM only)
SoP 2026
Official Rust strategy for
AMPERE security (QM) at Ampere
2023
Rust in Android
2022
AUTOSAR
C++14
2017
Rust o
/

Rust in Linux kernel
2024

Rust ASIL D compiler
2023
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At Ampere/Renault, we are convinced Rust is a game
changer for Software in the Automotive industry

 We are well engaged on a Rust based Sw Strategy

 We are pushing the Automotive industry to embrace it



"
o’:’:‘o
o
(X X)

L X

AMPERE

Thank you

“x;'-?'-a1j-:;-:;;-.i;;-.:;;.:; jean-francois.bortolotti@ampere.car
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@AMPERE.CARS ””” i



4 Systematic

Paris Region Deep Tech Ecosystem

" Rust dans 'embarqué : retours
sur le développement d’une
borne de recharge pour
véhicules électriques

Software Architect
loT.bzh

10T & BZH
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Embedded Rust: case of an EV
charging station

Hugo Mercier — loT.bzh — Rust Paris 2025



Location: Lorient,
Brittany, France

Our product

redpeske®: SaaS platform (or On Prem) Linux for
industrial loT (auto, mil-aero, energy...)

e

redpesk®

I0T.&BZH

loT.bzh at a glance

+30 years of embedded SW expertise

WIND RIVER

Vannes, France 1990

1t Wind River european R&D center

Open Source contributions

TIZEN’
P

OS open source, Samsung TVs
Intel Vannes (2011-2015)

GRADE

An EV charger in Rust

Some customers

ReNesas (()) IDEMIA

THALES safFT

a company of

5 SAFRAN 2 ToTAaL

THE

L LINUX

FOUNDATION

2025-06-25, Rust Paris



Tux-EVSE, an open-source EV charger

« Work in collaboration with an automotive supplier

« Oultline
- EV Charging 101
- Software architecture
- Why Rust ?
- FFlis hard
- Dependency hell
— Conclusion

s
IOT\’.&) BZH An EV charger in Rust 2025-06-25, Rust Paris



“Basic” Charging

IEC 61851 (PWM)

Car — charger: voltage levels
Charger — Car: PWM duty cycle

v PWM Current
il nazv %% 804
9V _L =3 o 90%  65A

y Volt. +BV/+3V 85 % 51A
i 1 80%  48A
control pilot 70 % 42 A
and earth 60 % 36 A
oy >t 50%  30A
40 % 24 A
30% 18A
25% 15A
16 % 9,6 A
10% 6A
12V — - J J J ._‘ ._J L L3 L) LU L L B ) L L)s12Y

Defined by IEC 61851-1 Annex A
Charging station controls PWM ,,duty cycle” (in %) by turning switch on and off at 1 kHz
- Duty cycle = proportion between on and off periods

The longer the switch is turned on, the higher the available amperage

EV controls voltage level

|OT\&‘) BZH An EV charger in Rust 2025-06-25, Rust Paris




1SO-15118-2x

| —Narrowband PLC Homeplug AV —No PLC |

* Full network stack on 2 wires |
— Ethernet link over PLC over PWM
- TCP/IPve/TLS

- Binary XML (EXI)

2000 400 600 [800 1000 1200 1400 1600 800 2000

Time [ps]

EatES Rl e 2 15118-2 V2G Application layer message

(7.10.1/9), DNS (7.10.3), SDP (7.10.2) Application

Technical protocol description

and OS| layer requirements
EXI (7.9) XML signature XML encryption Presentation

V2G session layer
(7.8, based on DolP: ISO 134C0-2)

TLS (7.7)
. Hasset

IPv6, ND, ICMP, DHCP {7.6)
(IPv4 for backward compatibility)

ISO/IEC 15118-3
MAC, LLC Data link
Physical layer and

data layer requirement

Session

HomePlug Green PRY 1.00 Physical

lOT@ BZH An EV charger in Rust 2025-06-25, Rust Paris




1SO-15118-2x

CA Root

 TCP/TLS

* Authentication by
RFID card

* Or“Plug and Charge™:
online verification of
signed contract
through a trust chain
(PKI)

* “Vehicule to Grid™
ability to discharge

- A
IOT{Q} ZH An EV charger in Rust 2025-06-25, Rust Paris

CSMS
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0000558
weCE
£
CSMS L [ T S P I I R
3 ‘ RTOS ailis
— Redpesk Linux if’f"_‘-‘,“", | | I
| oy | 4 *Ti ' PLC module
<«—0cPP [y |
% o (F
S o

iy

I0T.&BZH

An EV charger in Rust

2025-06-25, Rust Paris



Security issues

* Large surface of attack
- Internet: payment, authentication, etc.

- PLC: vehicle
- Complexity of protocols (ISO-15118, OCPP, PKI)
* Threats

- Free riding
- Compromission of station’s or car’s network
- Electrical risk

s
IOT\’,&) BZH An EV charger in Rust 2025-06-25, Rust Paris



AFB: a micro-service framework for security

* Coming from Tizen (Samsung TV) —

-~ Reused in Automative Grade Linux

SECURITY
CONTEXT

* Micro-services communicate
through RPC (api, verbs, events)

inter

connection
dbus, ws, ”
bus1, s, @

* Security isolation with network
transparency

* Linux Security Module: SMACK
- “embedded” SELinux
* Permission database: cynagora

SECURITY
CONTEXT

lOT& ZH An EV charger in Rust 2025-06-25, Rust Paris



Micro services

OCPP ‘Authentication’  /* Display
backend

L [ Auth-binding | [ Tis<onig |

@9— < OCPP-binding | [ HTTPsweb |

2 T L NFCbindng [ Lvetoonty }-

1
\
\
\,
‘ \\~-

AFB-V4 Micro service data bus

~
~
N ’

.~ | Energy } [ Charging °

—_—
S
\

'Power-board

{ Codico

Charging-binding

H @ mCeE

Energy-binding ] 1SO-binding

1
J

SLAC-binding | Y —
—[ 12C-Bus i

]

]

j
= 12C-binding }——|_ ) (o N
r ‘\\ /"I AN //'I N B _:/"I
IOT\‘&) ZH An EV charger in Rust 2025-06-25, Rust Paris

/L N N

Eastron-binding ]

am62x-binding \ [ M4-firmware

[
[
Linky-binding | (
[
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Tux-EVSE

« Open source components to build a charger (EVSE)
« https://github.com/tux-evse

* An [SO-15118-2x simulator
* https://github.com/tux-evse/iso15118-simulator-rs

|OT\&‘) BZH An EV charger in Rust 2025-06-25, Rust Paris


https://github.com/tux-evse
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https://github.com/tux-evse/iso15118-simulator-rs
https://github.com/tux-evse/iso15118-simulator-rs
https://github.com/tux-evse/iso15118-simulator-rs
https://github.com/tux-evse/iso15118-simulator-rs
https://github.com/tux-evse/iso15118-simulator-rs
https://github.com/tux-evse/iso15118-simulator-rs

Why Rust ?

* Memory safety without performance sacrifice

- More generally no Undefined Behaviour (e.g. integer
overflows)

* Powerful type system

- Option, Result, enums
- lllegal states hard to represent

* Extensibility
— Traits and macros
* Important ecosystem, from different fields

s
IOT\{&) BZH An EV charger in Rust 2025-06-25, Rust Paris



Why Rust ?

* Cyber Resilience Act
- Rust “blessed” by major actors

- Clients are coming to it

* Inthe long run, less expensive than C(++)

s
IOT\{&) BZH An EV charger in Rust 2025-06-25, Rust Paris



Migrate everything to Rust ?

RUSTIEYALNTHETHING

« Large existing codebase written in C
« We need an interface to it in Rust then !
o Or“Learn Rust the hard FFI way”

* Core part in C with Rust wrapping
— https://github.com/redpesk-common/afb-librust

—  FFIl with “unsafe” parts
* Unsafe means “Ok compiler, | know what | am doing”

" :
IOT\‘&) BZH An EV charger in Rust 2025-06-25, Rust Paris


https://github.com/redpesk-common/afb-librust
https://github.com/redpesk-common/afb-librust
https://github.com/redpesk-common/afb-librust
https://github.com/redpesk-common/afb-librust
https://github.com/redpesk-common/afb-librust

How ?

fn main() {
/* ...

* FlrSt blndgen ' let _capi_map = bindgen::Builder::default()

/l main entry point for wrapper

° AUtO (re)generate Rust .header("capi/_libafb-map.c")

.raw_line(header)

I // default wrapper config
Interface from C headers .parse_callbacks(Box::new(bindgen::CargoCallbacks::new()))
.derive_debug(false)

* Embedded in build.rs layout_tests(false)

) .allowlist_function("errno”)

.allowlist_function("strerror_r")

SC” pts .allowlist_function(”"___errno_location™)
.allowlist_function("afb_.*")
.allowlist_type("afb_syslog_.*")
.allowlist_type(“afb_epoll_.*")
.allowlist_type("afb_req_subcall_flags")
.allowlist_var("afbBinding.*")
.blocklist_item("json_object")
/l generate libafb wrapper
.generate()
.expect("Unable to generate libafb");

/* ... %

s
IOT\‘&’ BZH An EV charger in Rust 2025-06-25, Rust Paris



How ?

« Expose a safe API, but with “unsafe” in its implementation

« We have a C asynchronous event framework (AFB)

* How to register Rust functions as C callbacks with context?

int afb api add verb(

struct afb api v4 *apiv4,
const char *verb,
void (*callback) (struct afb req v4 *req, unsigned

nparams, struct afb data * const params[]),

) B

I0T.&BZH

vold *userdata

An EV charger in Rust 2025-06-25, Rust Paris



Registration of “verbs”

struct UserData {
J* ... */
'

let verb = AfbVerb::new("myverb")

.set callback (myverb callback)
.set context (UserData { /* ... */ 1)

fn myverb callback(request: &AfbRequest, args: &AfbRqgtData, ctx: &AfbCtxData)
-> Result < (), AfbError> ({

let userdata =

SE .. K/

ctx.get ref::<UserData>() ?;

Cast void™ to UserData

I0T.&BZH

An EV charger in Rust 2025-06-25, Rust Paris



Implementation - context

pub struct AfbCtxData {
raw: “mut std::ffi::c_void,
typeid: Typeld

}

impl AfbCtxData {
pub fn new<T>(ctx: T) -> Self

where
T: 'static,
{
let typeid = Typeld::of::<T>();
Self {
raw: Box::into_raw(Box::new(ctx)) _Jas “mut std::ffi::c_void, “Leak” memory (Safe ')
typeid
}
}
/* ... %
pub fn get_ref<T>(&self) -> Result<&T, AfbError>
where
T: 'static,
self.check_type(Typeld.—af--<T=0)7; -
let value: &mut T = Junsafe { &mut *(self.raw as *mut T) }; Convert back to initial
Ok(val :
y pointer type

}
- A3
IOT\‘&) BZH An EV charger in Rust 2025-06-25, Rust Paris



Implementation — callback “trampoline”

impl AfbVerb {

/%%

pub fn register(&self, apiv4: cglue::afb_api_t) -> 132 {

unsafe

{

cglue::afb_api_add_verb(

apiv4,
verb name.as ptr(),

Some(api_verbs_cb),

self as *const _as *mut std::ffi::c_void

)

pub extern "C" fn api_verbs_cb(/* ... */ ctx: *mut std::ffi::c_void)

let verb_ref = unsafe { &mut *(ctx as *mut AfbVerb) };

}

}
}
{

/%0 %

/%, %

let result =
}

(verb_ref.callback)(/* ... */ &verb_ref.context);

I0T.&BZH

An EV charger in Rust

Pass a (Rust) extern “C”
function as callback
With “self” as (void™)
userdata

This will be called by the
underlying C lib. And will
then call the actual Rust
function

2025-06-25, Rust Paris



Ergonomic Rust with FFl is hard

* Wait, how is AfbCtxData different from a &dyn Any ?
- AfbCtxData:.get ref<T> ~= Any:..downcast_ref<T>
* Wait, “function with context” = closure !

/l Usage

let ctx = UserData { /" ... */ };

let verb = AfbVerb::new("myverb")
.set_callback(move |req, args| { ctx /*... */ } );

/I Implementation
/l We need 'static, because the closure may outlive the call
fn AfbVerb::set_callback<F: Fn(&AfbRequest, &AFbRqgtData) + 'static)>(callback: F)

£

s
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Ergonomic Rust with FFl is hard
* We also have async calls

* Wait, could this be exposed as async Rust ?
- async / await / Future / Stream / etc.

void
afb_api_call(
struct afb_api_v4 *apiv4,
const char *verbname,
unsigned nparams,
struct afb_data * const params[],
void (*callback)(
void “closure,
int status,
unsigned nreplies,
struct afb_data * const replies[],
struct afb_api_v4 *api),
void *closure);

s
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Dependency hell?

* Cargo: great tool ALL MODERN DIGTAL
INFRASTRUCTURE
* But: Easy to introduce lots of T m )
dependencies 7 |4
* Risk of “leftpad”-like issues
* Audits happen in embedded (security, ! L) procrecr sore
good practices, etc.) e ] Eﬁ?ﬁ%
L SNCE 2005
= -
I — jTl

xkcd.com/2347

s
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Dependency hell?

Problem not specific to Rust
If you don't trust the dependency developers

- Trust your distribution’s packagers ?
/"\ Rust has no stable ABI

- No “Rust” shared libs, only “extern C” shared libs
Need a way to rebuild everything in case of a (security) update

s
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Cryptography needs

* 1SO-15118-2x

- TLS1.2and 1.3
- ECDSA signature

- EC secp256r1
- SHA256
* Rust crypto ecosystem

- Rustls: too high level
— OpenSSL (FFI): yes, but we already use GnuTLS in AFB

- Aws-lc-rs: maybe, but not as known as OpenSSL or GnuTLS

s
IOT\’.&) BZH An EV charger in Rust 2025-06-25, Rust Paris



Cryptography: what we did

e Our own small Rust unsafe wrapper over GnuTLS
« Bindgen generated code + glue code (~1000 LoC)

s
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Conclusion

After 2 years and an important project using it

Safe Rust is clean and powerful

- Even according to our clients

* Writing a safe Rust APl on a C API through FFI is hard(er)

- Especially for an “ergonomic” API
- Ergonomy = less surprise, more predictability

* Don’t overlook dependencies
* Ongoing internal adoption and skill ramp-up

s
IOT\’.&) BZH An EV charger in Rust 2025-06-25, Rust Paris
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Paris Region Deep Tech Ecosystem

" Ariel OS: a Rust embedded OS
standing on the shoulders of
giants

Ingénieur de recherche
Inria Saclay
y 4
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Ariel OS: a Rust embedded OS standing on the shoulders of giants



Ariel OS: Who Are We?

Romain Fouquet/@ROMemories ;’

y 4
A —
Project founders
Emmanuel Baccelli, Kaspar Schleiser rREE

Ariel OS contributors

0 00EE
~2 366




Part One: Rust for Embedded



Constrained Embedded —Target Devices

g
Little RAM:
Little flash memory: -
hundreds of kibibytes dozens/hundreds of kibibytes
=> N0 alloc
g
4 ~ -

Networking capabilities:
Wi-Fi, USB, Ethernet,
LTE-M, LoRa

Low energy consumption:
multi-month battery life
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Microcontrollers and Boards
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MCU: Micro-Controller Unit
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How the Embedded Ecosystem Leverages Rust

1. Memory-Mapped Peripherals and Abstraction Layers
2. Modeling Memory-Mapped Peripherals w/ Ownership
3. Ecosystem Traits for Driver Interoperability

4. Concurrency with Async —Energy Efficiency



Memory-Mapped Peripherals and Abstraction Layers

Hardware Abstraction let mut led = Output::new(P0 13, Level::High);
. led.set low();
Library (HAL)

€.8., embassy-nrf

Peripheral Access Crate

nrf pac::PO.outclr().write(|w| w.set pin (13, true));
(PAC), €.8., nrf-pac

unsafe {
Hardware (nRF5284‘0) let gpio p0 outclr = 0x5000 050c as *mut u32;

*gpio p0 outclr = 1 << 13;

GPIO: General-Purpose Input/Output



Modeling Memory-Mapped Peripherals w/ Ownership

embassy-nrf/src/nvmc.rs main.rs
pub struct Nvmc<'d> { let config = Config::default();
_p: Peri<'d, NVMC>, let p = embassy nrf::init(config);
}
let nvmc = Nvmc: :new (p.NVMC) ;

impl<'d> Nvmce<'d> {
pub fn new( p: Peri<'d, NVMC>) -> Self {

self { p )
}

Owning the peripheral ZST
singleton (nvMc) proves exclusive

| access asitis !Clone.
NVMC: Non-Volatile Memory Controller

ZST: Zero-Sized Type, e.g., struct NVMC;



Ecosystem Traits for Driver Interoperability

embedded hal::digital::OutputPin

pub trait OutputPin: ErrorType {

fn set low(&mut self) -> Result<(), Self::Error>;
fn set high(&mut self) -> Result<(), Self::Error>;

fn set state(&mut self, state: PinState) -> Result<(), Self::Error> { ...

}

e Implemented on GPIO output drivers, e.g., output
e Used by HAL-agnostic driver implementations



Concurrency with Async —Energy Efficiency

main.rs

button.wait for falling edge () .await;

embassy-executor/src/arch/cortex m.rs

impl Executor {

pub fn run ( ) —> |

loop { unsafe {
self.inner.poll ();

asm! ("wfe") ;

bl

}
WFE: Wait For Event

W N

. Interrupt triggers

. Interrupt handler gets called
. Interrupt handler calls registered

waker’s .wake ()

. Async executor calls

Future: :poll () onthe future

. Future returns po11::Pending Or

Poll: :Ready ( )

Executor puts the processor to sleep
again (wfe/wfi)



Part Two: Introducing Ariel OS



Embassy and Application Portability —RNG example

rp235x
stm3214
bind interrupts! (struct Irgs { RNG => bind interrupts! (struct Irgs {
rng: :InterruptHandler<peripherals: :RNG>; TRNG IRQ =>
)i trng::InterruptHandler<peripherals: :TRNG>;

b) s
let config = /* board-specific clk config */; let p

= embassy stm32::init (config); let config = /* board-specific clk config */;

= embassy rp::init(config);

let mut buf = [0u8; 16];
let mut buf = [0u8; 16];
let mut rng = Rng::new(p.RNG, Irgs); let ¢ = RngConfig::default();
rng.fill bytes (&mut buf); let mut rng = Trng::new(p.TRNG, Irgs, c);

rng.blocking fill bytes (&mut buf);



Embassy and Application Portability —RNG example

stm3214

stm32ul

o

bind interrupts! (struct Irgs {
bind interrupts! (struct Irgs { RNG =>

RNG_CRYP => rng: :InterruptHandler<peripherals: :RNG>;

rng: :InterruptHandler<peripherals: :RNG>; 1) ;
b);

let config = /* board-specific clk config */;

let config = /* board-specific clk config */; letpt p = embassy stm32::init (config);

= embassy stm32::1init (confiqg);

let mut buf = [0u8; 16];
let mut buf = [0u8; 16];

let mut rng = Rng::new(p.RNG, Irgs):;
let mut rng = Rng::new(p.RNG, Irgs); rng.fill bytes (s¢mut buf);
rng.fi1ll bytes (&mut buf);



Ariel OS: an Embedded OS for IoT —Features
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Part Two: Introducing Ariel OS

Position in the Ecosystem

Application

Ariel unified system initialization

[ ] Portable code

I Ariel OS code

[ ] Embassy & Rust
ecosystem

Ext. crates/libs

Network
subsystem
(smoltcp)

Embassy
hal,net,nrf,rp,stm32,
time,executor,sync,...

Hardware

CPU | Flash Radio | Periph




A Hello World Application

src/main.rs

Cargo.toml

#![no main]
#! [no std]

use ariel os::debug::{
exit, log::info, ExitCode,

b

#[ariel os::task(autostart)]
async fn main() {
info! ("Hello world!");

exlt (ExitCode: :SUCCESS) ;

[package]

name = "ariel-os-hello"
version = "0.1.0"
edition = "2024"

[dependencies.ariel-o0s]
path = "build/imports/ariel-os/src/ariel-os"

[dependencies.ariel-os-boards]
path = "build/imports/ariel-os/src/ariel-os-boards"



The Build System: laze

Project layout

—— SrcC
L — main.rs
Cargo.lock
Cargo.toml

1]

laze-project.yml

Compiling & flashing:

laze build -b nrf52840dk run

laze-project.yml

imports:

- git:

url:
tag:
dldir:

apps:
- name:

https://github.com/ariel-os/ariel-os
v0.2.0

ariel-os

ariel-os-hello



Using Digital Outputs

src/main.rs Cargo.toml

[dependencies.ariel-os]

# [...]

features = ["time"]

#[ariel os::task(autostart, peripherals)]

async fn blinky(p: LedPeripherals) {
let mut led = Output::new(p.led, Level::Low);

loop {
led.toggle () ;
Timer::after millis (500) .await;

#[cfg(context = "nrf52840dk") ]
ariel os::hal::define peripherals! (LedPeripherals ({

led: PO 13
1) ;



Using an RNG

src/main.rs Cargo.toml
use rand::Rng as ; [dependencies.ariel-os]
# [...]
#lariel os::task(autostart)] features = ["random"]
async fn main() {
let mut rng = ariel os::random::fast rng();
let value = rng.gen range(l..=6);

info! ("Dice roll: {}", wvalue);



Setting up Networking

src/main.rs laze-project.yml
#[ariel os::task(autostart) ] apps:
async fn main() { - name: <name>
let stack = net::network stack() .await.unwrap(); selects:
- network

let mut socket = UdpSocket::new
stack,
// ...buffers

Seethekmip—client,http—server,tcp—echo,udp—echo
examples.



Selecting the Network Link

Defaults to Wi-Fi:

CONFIG WIFI NETWORK=<ssid> CONFIG WIFI PASSWORD=<pwd> laze build -b rpi-pico-
W

Equivalent to:

[CONFIG WIFI *] laze builld --select wifi-cyw43 -b rpi-pico-w

Selecting Ethernet-over-USB instead:

laze build --select usb-ethernet --disable network-config-dhcp -b rpi-pico-w



Future Plans

g
Sensor abstraction: get all your Out-of-tree board definitions:
async readings at once! bring your own board!
N
(" ) ("
Low-power management: OTA updates: update your
run on battery for months! deployed devices securely!
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Future Plans

-

Sensor abstraction: get all your
async readings at once!

~

Low-power management:
run on battery for months!

Out-of-tree board definitions:
bring your own board!

OTA updates: update your

deployed devices securely!




Thanks!

Come and try it out!

A I-I -

ariel-os.or

DS:

|


https://ariel-os.org/
https://ariel-os.org/
https://ariel-os.org/

Multithreading with Multicore Support

src/main.rs

laze-project.yml

#[ariel os::thread(autostart, priority

fn threadO () {

info! ("Hello from threadO!");

#[ariel os::thread(autostart)]
fn threadl () {

info! ("Hello from threadl!");

apps:
- name: threading-multicore
selects:
- sw/threading

- multi-core



Abstraction without Limitation

ariel-os-embassy/src/gpio.rs

impl OutputBuilder {
pub fn speed(self, speed: Speed<HalSpeed>) -> Self {
const { assert! (
hal::gpilo::output::SPEED CONFIGURABLE,
"This HAL does not support setting the speed of GPIO outputs."
)}
Self { speed, ..self }

}

ariel-os-nrf/src/gpio.rs

pub mod output {
pub const SPEED CONFIGURABLE: bool = false;



Ecosystem Traits for Driver Interoperability

Digital 10
® embedded hal::digital::{InputPin, OutputPin}

® embedded hal async::digital::Wait, €.8., Walt::wait for low ()
® embedded hal::pwm::SetDutyCycle

Communication Buses
® {embedded hal, embedded hal async}::i2c::I2c

¢ {embedded hal, embedded hal async}::spi::{
SpiBus, SpiDevice
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4 Systematic

Paris Region Deep Iech ECOSYSTem

RUST PARIS 2025

Florian Bennetot

DevOps Engineer

Parsec

....................................................................................................................................................

@ocmE@ THALES AdaCore CENOTELIE 1 coga @ XBTO




4 Systematic

Paris Region Deep Tech Ecosystem

T
/,,dr/technology

“starts with You
7,

= Une démarche de
certification industrielle |
avec Ferrocene et

TrustinSoft Analyzer

Ingénieure logiciel Ingénieure Rust & Ocaml
Ferrous Systems TrustinSoft

M ' ferrous systems TRUST N SOFT

258



Une démarche de certification industrielle avec

Ferrocene et TrustInSoft Analyzer




Sasha:

e Equipe Rust de TrustInSoft
e Membre du Safety Critical Rust Consortium

e Codebase team de Ferrous Systems : PR et known problems
e CriticalUp : toolchain manager (un "rustup sécurisé")

TRUSTM SOFT -l ferrous systems



Safety Critical Rust Consortium

/ B f B
4 ) 4 )
Objectif : définir comment Membres : Woven, OxidOS,
Rust peut étre utilisé dans Ferrous Systems, Adacore,
les systemes critiques Arm, ...
\—_ |
\_ v \_ v

TRUSTM SOFT -I ferrous systems



La mission de TrustinSoft

Meéthodes formelles pour la certification

TRUSTM SOFT -l ferrous systems



unsafe - aucune garantie de memory safety

panic! ou overflow

Foreign Function Interface (FFl) : aucune garantie que le code
C/C++ appelé ne comporte pas d'UB

— Toujours possible d’écrire des bugs en Rust

TRUSTIN SOFT -_ ferrous systems



TrustinSoft Analyzer

e N
Initialement : analyseur statique de code C

N Y

- N
Objectif : détection exhaustive d’UB

N Y

- ™
Support de Rust : détection d’UB, détection de panic!

- J

/
Foreign Function Interface (FFI) avec C/C++ et détection des UBs
associes

N J

TRUSTM SOFT -I ferrous systems



TrustinSoft Analyzer Root Cause Investigator

Overview =) @ | QSeath.

|‘ verify_something "|

" Analysis finished after <1sec

x 22 if behaviors have been
found. {

(i) 1file does not contain functions used for the

(i) Coverage: 0% of functions; 100% of
statements.

Analysis level 2 - generalized

uint32 t verify something(u32 const x)

uint32 t _ retres;
lib::Keys keys;
usize key index;

(i) The entry point function successfully returns. u3z acc;
(i) Architecture: geo - XB6-32bits mode (little keys.publ:!_l:._[ﬂ] - 395?"];
) keys.public. [1] = 6115U;
Inspect alarm (=] keys.public. [2] = 1753U;
p— keys.private. [0] = 812U;
| | Funist keys.private. [1] = 2439U;
[ Go to alarm  Filiers |’@10plinns kEyS'private',[Z] = 303U;
: key index = 0U;
This panel is only available when the Whole Dependency acc = GU;
Eoptilaleon while (1) {
Enable Whole Dep y Graph ¢ I i ] if (key index < 3”) {
u3z tEp:
{
|tmp = lib::<lib::Keys>::decrypt_element(& keys, x, key index);
acc += tmp;
Inspector E] }

Show Defs || Occurrences || Track value |

Term: |al:l: @
Show Defs | -Show Deisl:

}

key index ++;
}
else {

break;

}

B Analysis configuration J =1 Workspace J £ Options J {it Report bug J (@ Help J@

Clear tracking

@ | « Division by zero

Predicate

| assert value: division by zero: acc z ©;

[ Inspectacc ] [ Generate report ]

retres = 1U / acc;

return _ retres;

}

Call tree E] :ﬂRun 'J

a [ vatues || potential uBs |(+]

driver_generalized
—+ verify something

Slevel

Merge after loop

EUnfocus callstack

terrm || Values: W‘ Per Callstack | Per Call | Per State J| Group by: [Term | Emission rank J| Format: [ Integers 'J[ Floats vJ|| AL

©

Before
Expression

1
2
3
a
5

acc local var. (u3Z) € [8..18922]

@ | drivers.c "” lib.rs "” int_sqrt.rs "| @

- extern
fn do_decrypt(_wvalue: w32, public: u32, private: u32) -= u3i2;
+

~ struct Keys {

private: [u32; 3].
public: [u32; 3].
T
- impl Keys {
- fn decrypt_element(&self, value: u3Z, Key_index: usize) -= u3Z {
/i The real computation is done in a C routine, to have a Rust -= C
£/ ocall.
unsafe { do_decryptivalue, self.public[key index], self.private[key index]) }
¥
T
ff Use the no_mangle attribute so that we can call this function from C easily.
#[no_mangle]

- buh fn verify something(x: u32) - u3Z {
- let keys = Keys {
public: [3857, 6115, 1753],
private: [812, 2439, 303],
b
let mut key index = 8;
let mut acc = Qu32;

- while key index < 3 {
// Decrypt the current key element.
acc = acc + keys.decrypt_element(x, key_index);

/¢ Treat next key element.
key_index += 1;

i

/7 Do the final verification.

/f According to the chinese remainder theorem, there is one unique number x
/f between @ and 3857 * 6115 * 1753 = 32 769 8081 915 such that acc will be
/7 0. Since 32 769 881 915 is bigger than u32::MAX (4 294 967 295}, there is
// a chance that this function is completely safe.

1/ acc

QL Find file ||

h

€ [1..18922]



TrustinSoft Analyzer report

* 1 alarm has been found. ¥

(3 minimal-rust-demo 100% 96% 96%
B drivers.c 100% 89% 89% Div_by_zero in function verify_something in file sre/lib.rs line 41
28~ pub fn verify_somethingi(x: u32) -» w32 {
(O src 100% 100% 100% 91+ let keys - Keys (B}
25 let mut key_index = 8;
26 let mut acc = Au32;
B decryptc 100% 100% 100% P ’
28 while key_index < 3 {E=}
. 35
E lib.rs 100% 100% 100% 36 /f Do the final verification.
37 J/f According to the chinese remainder theorem, there is one unigue number x
. . 38 /f between @ and 3857 * 6115 * 1753 = 32_769_801_915 such that acc will be
#x verify_something 100% 39 // B. Since 32_769_881 915 is bigger than u32::MAX (4 _294 967_295), there is
48 J/f a chance that this function is completely safe.
28 - pub fn verify_something(x: w32} -» u3d2 { Ba | 17/ ac
21~ let keys = Keys { 4z i
22 public: [3857, 6115, 1753], 43
23 private: [812, 2439, 383],
24 ¥
25 let mut key_index = @; N
26 let mut acc = @u3d2; Predicate
27
28~ while key _index < 3 { _
29 /f Decrypt the current key element. acc =/@
3@ 8CC = acc + keys.decrypt_element(x, key_index);
31
32 /f Treat next key element. .
33 key index += 1; Values and expressions
34 ¥
35 F i lized
36 // Do the final verification. rom analysis generaliz
37 // According to the chinese remainder theorem, there is one unigue number
38 // between @ and 3857 * 6115 * 1753 = 32_769_801_015 such that acc will be acc € [0..10922]
39 ff @. Since 32_769_881_915 is bigger than u32::MaX (4 294 9g7_295), there
4@ ff a chance that this function is completely safe.
- Ba 1/ acc
a2 1 Callstack

43|



Ferrocene Language Specification

+ Initialement &crite par Ferrous

S y S t e m S Specification sections Command line opt
Page Linked # Informational # Total# Completion Linked# Inform:
FLS: Associated Items 1 0 1 100.00%
FLS: Attributes 56 1 57 100.00%
e Annotation des tests pour répondre aux FiS: Concurency s s 10000
S pe Cifi Cati O n S FLS;Engitje%fandﬁR,es,Qlutirqn 24 0 24 100.00%
FLS: Exceptions and Errors 3 0 3 100.00%
FLS: Expressions 59 0 59 100.00%
FLS: FFI 5 0 5 100.00%
* Adoptée par les devs du compilateur ! Lo 1 toooow
FLS: General 0 8 8 100.00%
FLS: Generics 5 0 5 100.00%
e Utilisée par TrustIinSoft pour le e e e
FLS: Implementations 3 0 3 100.00%
développement du p|ug|n Rust FLS: Inline Assembly 9 1 10 100.00%
FLS: Items 1 0 1 100.00%
FLS: Lexical Elements 24 1 25 100.00%
FLS: Licenses 0 4 4 100.00%
FLS: List of undefined behavior 0 1 1 100.00%

TRUSTM SOFT -I ferrous systems



Ferrocene

1. Downstream de rustc

2. Au plus pres du compilateur, avec release de Ferrocene toutes les 2 releases
de Rust

rolling 1.59 1.60 —1.60.1 1.61 1.62
beta-22.06 \j—l{
stable-22.06 22.06.0 22.06.1 22.06.2

23.06.0

stable-23.06

TRUSTM SOFT -I ferrous systems



Ferrocene

1. SDK pour différentes versions de Rust, customisé pour les environnements
critiques ou air-gapped

2. Construit pour les Software factories

3. Certifié par TUV ? f @
<& errocene

4. Signature de chaque version

5. Fixing the bugs upstream

TRUSTM SOFT -I ferrous systems



« Ferrocene Il : visualisation du produit™»

Primary product: Secondary products:

Upstream Rust
project Ferrocene SDK

Quality managed Rust Packaged with Ferrous
binaries including: Systems maintained tools:

Farfocans Sofbiare CORE  HEAPLESS  ALLOC - -
Supply Chain

RUST COMPILER

Cl/CD, SSO, SBOM, dev ops LLVM
integration with optional

Air Gap support

Ferrocene Certification

Qualifications for Qualification service package

for new targets includes:

1SO26262, » End-to-end qualified environment
IEC61508 , » Automated qualification process
IEC62394 » Certification templates,

gap analysis, test suite

-1 ferrous systems

TRUSTM SOFT -I ferrous systems



Known Problems?

- ldentification

- Versions affectées

- Description

-  Workaround ou "solution"

TRUSTINSOFT -I ferrous systems

“ ferrocene
<

Known Problems

Search..

Overview

Versions and problems:

Ferrocene 23.06
Ferrocene 24.05
Ferrocene 24.08
Ferrocene 24.11
Ferrocene 25.02
Ferrocene 25.05

Ferrocene nightly

Incorrectly typed external declarations may break other external
items

Problem ID:
KP-R46188

Tag:
wrong-compiler-code

References:

s https:/~/github.com/rust-lang/rust/issues/46188

Affected branches:
» Ferrocene nightly
« Ferrocene 23.06
» Ferrocene 24.05
» Ferrocene 24.08
* Ferrocene 24.11
* Ferrocene 25.02

» Ferrocene 25.05

Description

Declaring an external static with a name that is already in use by another external static may impact
expressions referring to the existing declared static.

Declaring an external function with a name that is already in use by another external function with a
different signature may impact calling expressions to the existing external function.

#[no_mangle]

pub unsafe fn a() -» *const u8 {
extern { pub fn malloc(_: usize) -> &'static (); }
malloc(usize::MAX) as *const _ as *const _

}

#[no_mangle]

pub unsafe fn b() -> *const u8 {
extern { pub fn malloc(_: usize) -> *const u8; }
let p = malloc(usize::MAX);
if p.is_null() { panic!(); }
p

The declaration of malloc infunction a incorrectly applies the non-nullability of its return type to the
declaration of malloc in function b, causing the if expression to be removed from the generated code.

Workaround

Do not declare external functions and statics with a preexisting name more than once in a program.




Sonair : enlever le « oups » de l'inter

adll ¢ o

SL. .

ADAR by Sonair &

—~

TRUSTIN SOFT -l ferrous systems



Ferrocene et TrustinSoft Analyzer

Un partenariat logique :

- Deux étapes dans une chaine de
certification

Deux outils, deux utilités :

- Ferrocene : compilateur qualifié
pour systemes critiques

- TrustIinSoft Analyzer : vérifier le
code

(You can’t go wrong)

TRUSTM SOFT -I ferrous systems

Costs per bug

3

chitecture Development / System Acceptance Praduction /
Design Unit Testing Testing Testing Post-Release

Stage at which a bug is found

https://www.code-intelligence.com/blog/rule-of-ten



Contact :

sasha.pourcelot@trust-in-soft.com

aissata.maiga@ferrous-systems.com

TRUSTM SOFT -l ferrous systems



4 Systematic

Paris Region Deep Tech Ecosystem

= Veérification Formelle de Rust
pour Ethereum

Fondateur
Ingénieur en méethodes formelles
Formal Land

4 Formal Land



coq-of-rust

.

Formal verification for Rust in Rocq

Paris 2025-06-25



FORMAL LAND

o Formal verification company

e Web3, cryptogra

dhy

https://forma

.land/

Paris, France


https://formal.land/

| FORMAL VERIFICATION

'he idea of making sure a program is 199 % comedt



EXAMPLES

o Backward compatibility between versions
o Absence of runtime errors

e Business rules



TECHNIQUE

o A mathematical analysis of the code
o Verified in a proof language



COQ-OF-RUST

« Formal verification tool for Rust %
» By translation to the proof language Rocq
o Opensource

github.com/formal-land/cog-of-rust



https://rocq-prover.org/
https://github.com/formal-land/coq-of-rust
https://github.com/formal-land/coq-of-rust
https://github.com/formal-land/coq-of-rust
https://github.com/formal-land/coq-of-rust
https://github.com/formal-land/coq-of-rust
https://github.com/formal-land/coq-of-rust
https://github.com/formal-land/coq-of-rust

specification coverage

we aim for
here

/

>

language coverage



WE PROVIDE

o Application
e Training



APPLICATION

4



APPLICATION

Specify Revm interpreter (WIP)

o Ethereum’s virtual machine
« 5,000 lines of Rust (core)



REVM

Responsible of executing smart contracts on Ethereum

S300B in valuation



CODE EXTRACT

ADD instruction

add<
WIRE: InterpreterTypes, H: ?Sized
>(context: InstructionContext<' , H, WIRE>) ({
gas! (context.interpreter, gas::VERYLOW) ;

popn top! ([opl], op2, context.interpreter);
*op2 = opl.wrapping add(*op2);




@ GOAL

Show it is equivalent to a purely functional version



@ END GOAL

Show all EVM implementations are equivalent



OTHER APPLICATIONS

Verify the & zZkVM implementations



STRATEGY




STEPS

1.THIR

2. Raw Rocq

3.Linking

4. Functional Rocq (WIP)



1. THIR

Obtained by rustc



2. RAW ROCQ

Generated by cog-of-rust



unwrap or (

{

(x) => Xy
=> default,




RAW ROCQ

unwrap_or (T : Ty
Self T in

fault ] => ltac: (M.monadic
(| self |) in
M.alloc (| default |) in

::None" |) in

|)

"wrong number of arguments'




RAW ROCQ

o Can translate the core library
o Most of the programs we tried



@ INGREDIENTS

e Untyped
e Names as strings

e Reification
e Almost no generated names



FOR NOW

e Mostly data E
e We need a semantics!



t : :
Bool : bool -> t
Integer (kind : IntegerKind.t)
UnicodeChar : Z -> t
String : string -> t
Tuple : list t -> t
Array : list t -> t
StructRecord : string -> list t -> list Ty.t ->list (string * t) -> t
StructTuple : string -> list t -> list Ty.t -> list t -> t
Pointer : Pointer.t t -> t
Closure : {' (Value, M) : ( ) @ list Value -> M} -> t
Error (message : string)
DeclaredButUndefined.




POINTERS

Index.
Tt : =
Tuple (index : Z)
Array (index : Z)
StructRecord (constructor field : string)

StructTuple (constructor : string) (index : Z).
Index.

:= list Index.t.

Core.
t (Value : ) e =
| Make {Address : } (address : Address) (path

Make {
Core.




LowM.
t (A
Pure (value : A)
CallPrimitive (primitive : Primitive.t) (k : Value.t -> t A)
CallClosure
(ty : Ty.t) (closure : Value.t) (args : list Value.t) (k : A -> t A)
CallLogicalOp
(op : LogicalOp.t) (lhs : Value.t) (rhs : t A) (k : A -> t A)
LetAlloc (ty : Ty.t) (e : £t A) (k : A -> t A)
Loop (ty : Ty.t) (body : t A) (k : A -> t A)
MatchTuple (tuple : Value.t) (k : list Value.t -> t A)
Impossible (message : string).
LowM.




PRIMITIVES

Primitive.
t :

StateAlloc
(value : Value.t)
StateRead
(pointer : Value.t)
StateWrite
(pointer : Value.t)
(value : Value.t)
GetSubPointer

(pointer : Value.t)
(index : Pointer.Index.t)
GetFunction

(path : string)

(generic consts : list Value.t)
(generic tys : list Ty.t)
GetAssociatedFunction

(ty = Ty t)




CONTROL FLOW

Error monad on top for:

o Panics
o eturn
o break
e continue



3. LINKING

Target:

A smaller monad with just memory handling



WE HANDLE

e Typing
o Name resolution

e Traitresolution



LINKING MONAD

Primitive.

t o -> :=
StateAlloc {A : } {Link A} (value : A) : t (Ref.Core.t A)
StateRead {A : } "{Link A} (ref core : Ref.Core.t A) : t A
StateWrite {A : } "{Link A} (ref core : Ref.Core.t A) (value : A)

t unit

GetSubPointer {A : } " {Link A} {index : Pointer.Index.t}

(ref core : Ref.Core.t A) (runner : SubPointer.Runner.t A index)
:= runner. (SubPointer.Runner.H Sub A) in

t (Ref.Core.t runner. (SubPointer.Runner.Sub A)).

Primitive.




<®  TO MAKE THE LINKS

1. Prove there exists a name/trait resolution + typing
2. Generale the linked version



IDIOMATIC DATA TYPES

ink (A ) e = |




PREDICATE

{{ e U R , Output }}



PREDICATE

| CallPrimitiveStateRead {A : } " {Link A}
(ref core : Ref.Core.t A)
(k : Value.t -> M)
ref : Ref.t Pointer.Kind.Raw A :=
Ref.core := ref core |} in
(value : A),_

(p value) . R, Output }}

LowM.CallPrimitive (Primitive.StateRead (¢ ref)) k W
R, Output




PREDICATE

| CallPrimitiveGetFunction
(name : string) consts tys
(function : PolymorphicFunction.t)
(k : Value.t -> M)
closure :=
Value.Closure (existS ( , ) (function consts tys)) 1in
M.IsFunction.C name function ->
{{ k closure . R, Output }} ->
{{

LowM.CallPrimitive

(Primitive.GetFunction name consts tys) k .
R, Output
b}




PREDICATE

We write it in interactive mode.

With automation.



PREDICATE

run unwrap or {T : } " {Link T}
(self : option T) (default : T)
Run.Trait
(unwrap or (& T)) [] [] [ ¢ self; ¢ default ]
T.

constructor.

run_ symbolic.




GENERATE

An eval function of type:

{R Output : } " {Link R} "~ {Link Output} {e : M}

(run : {{ e v R, Output }}),
LowM.t R Output.

We apply it!



COVERAGE

95% of the instructions of Revm



COMPLEX CASES

Trait hierarchy & with multiple inheritance/associated
types.



COMPLEX CASES

InterpreterTypes ({
Stack: StackTrait;
Memory: MemoryTrait;
Bytecode: Jumps

ITmmediates

LegacyBytecode

FEofData

EofContainer

FEofCodeInfo;

ReturnData: ReturnData;

Input: InputsTrait;
SubRoutineStack: SubRoutineStack;
Control: LoopControl;
RuntimeFlag: RuntimeFlag;

Extend;




COMPLEX CASES

Run
(Self : ) " {Link Self}
(types : .t) T .ArelLinks types}
:= { Stack IsAssociated
IsTraitAssociatedType "revm interpreter::interpreter types::InterpreterTypes" []
(® Self) "Stack" (& types. ( .Stack)) ;
run_StackTrait for Stack : StackTrait.Run types. ( .Stack) ;
Memory IsAssociated

IsTraitAssociatedType "revm interpreter::interpreter types::InterpreterTypes" []
(& Self) "Memory" (& types. ( .Memory)) ;
run MemoryTrait for Memory

MemoryTrait.Run
types. ( .Memory)
types. ( .Memory Synthetic)
types. ( .Memory Syntheticl);
Bytecode IsAssociated
IsTraitAssociatedType




4. FUNCTIONAL ROCQ (WIP)

We need to automated more memory manipulations

. -
%
- 1 '



VERSION WITH ALIASES

Similar strategy:

o Going to a simpler monad
e Mix evaluation/proof



GENERATION

e Evaluation function
o Makes the allocation on a stack

o Requires “cast” as a primitive



GENERATION

Eval function:

{R Output : } {Stack : Stack.t}
(e : LowM.t R Output)

(stack : Stack.to Set Stack)
t (Output.t R Output * Stack.to Set Stack).




PROOF

Show we can eliminate the casts



PREDICATE

{({ e & wvalue }}



PREDICATE

We need more automation to scale



FUNCTIONAL ROCQ

unwrap or {A : }
option A) (default : A)

value with
| Some value => wvalue
| None => default




EQUIVALENCE PROOF

unwrap or eq {A : } " {Link A}
(value : option A) (default : A)

{{
StackM.eval f (Stack := [])

(run unwrap or value default) tt

A
F 3

(Output.Success (unwrap or value default), tt)

I

destruct value; repeat (
cbn ||
get can access ||
apply Run.Pure




ANOTHER EXAMPLE

Numbers {
a: uo4,
b: u64,
c: u64,

get_a ref (numbers: &Numbers) -> &u64d ({
&numbers.a

get b mut (numbers:
& numbers.b

duplicate(a: &u64, b: &
*b o *a;

*o = *a;

apply duplicate (numbers: & Numbers) {
duplicate (get a ref (&numbers), get b mut (& numbers), & numbers.c) ;




ANOTHER EXAMPLE

Shown equal to:

apply duplicate (numbers : Numbers.t) :=

{ |

Numbers.a := numbers. (Numbers.a);
Numbers.b : numbers. (Numbers.a) ;
Numbers.c : numbers. (Numbers.a) ;

BE




DESIGN CHOICES

Leverage type-theory
(with Rocq)



DESIGN CHOICES

Al-friendly

L4

=> Verbose but simple



SIZE

e 7,000 lines of Rust
o Afew thousand lines of Rocq



REMARK

A lot of the techniques can apply to other
programming languages (Go?)



THANKS!

& Formal Land

Formal verification for everyday-life applications

https.//formal.land/



https://formal.land/
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ca bouge du cé6té Rust... { Systematic

Paris Region Deep Tech Ecosystem

= Rust Lille | https://www.meetup.com/fr-FR/meetup-group-zgphbyet/ Nos sponsors :
=> Evénements réguliers autour de Rust, gratuits et ouverts a toutes et a tous, débutants, curieux ou experts.

= Rust Lyon | https://www.meetup.com/fr-fr/rust-lyon/ 0Cam| GE8)
=> Une rencontre par mois, gratuite et ouverte a toutes et tous, afin d'échanger, partager des bonnes pratiques, des
retours d'expériences, apprendre ensemble, voire contribuer ensemble a |I'écosysteme Rust. THALES

we can all trust

= Grenoble - tupperlibre | 13 mars 2025 | tupperrust.github.io/ AdaCore
=> Les TupperRust sont des évenements autour du langage Rust.

== o=
= Rust meetup | ~ 1 fois par mois | Paris | https://mobilizon.fr/@rust_paris CeNoTalis

=> Objectif de ce groupe : partage de connaissance, apprendre le Rust, se rencontrer, contribuer a des projets en zetta
Rust... scale

= EuroRust 2025 | Paris, France et Online | 09 et 10 octobre 2025 @ XBTO

= RustConf 2025 | Seattle, Washington | 2 - 5 septembre 2025
=> https://rustconf.com/



https://www.rust-lang.org/fr-FR/
https://mobilizon.fr/@rust_paris
https://rustconf.com/

So Deep tech | 20 ans de Systematic

Temps fort 1 : 13h30 - 17h30 : Séquence “Technologies & Ecosysteme”

Construisez votre apres-midi comme vous le souhaitez :

Systematic célebre ses 20 ANS au service de lI'innovation &
des Deep Tech

{ e Pl svstemaic

ng[ Source PHHS HB[]IUH DeepTech cusvstem

Nos sponsors :

OCaml! i)

8 conférences (sur inscription) THALES

RV Business écosysteme annuels, en présentiel cette année, avec notamment des acheteurs du secteur de la .
Défense (sur inscription),

* Investor Day, réservé aux Investisseurs et start-up / PME labellisées Hi-France et/ou Champion du Pdle (sur AdaCore
inscription),
* Place de I'lnnovation : le top de I'innovation avec des animations interactives sur chaque stand (acces libre), CENITELIE
» Village des Accompagnements, avec les équipes de Systematic (Innovation et Europe) ainsi que les membres du
Club des prestataires pour répondre a toutes vos questions sur des sujets aussi variés qu’incontournables. zetta
s scale
Temps fort 2 : 17h30 — 18h30 : Séquence “20 ans et demain ?” Inscrivez.vous ! &
Retour sur nos 20 ans et surtout, projection vers l'avenir @ XBTO

Temps fort 3 : 18h30 — 19h45 : Cocktail apéritif |e 2 JU|IIEt 2025

Systematic fétera seszo ans !

&owu e
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Cocktail de
cloture

Merci da vous !

@ocmiB® THALES AdaCore CENOTELIE 3 2orid @ XBTO
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L'action du pole est soutenue par:

herders EN - i; En AN
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[Europe
9y,
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