4 Systematic

Paris Region Deep Tech Ecosystem

4( Projet 6 : ROBUST-6G : janvier 2024 - juin 2026

FRANCE 66

Dhouha AYED Louis CAILLIOT

Cybersecurity Expert, Thales | Cybersecurity Architect,
Thales




% ROBUST-6G
.

ROBUST-6G =

Smart, Automated, And Reliable Security
Service Platform For 6G | -

Presenters
Louis Cailliot, Dhouha Ayed (THALES)




@ ROBUST-6G

@% ROBUST-6G

THALES
= ) CHALMERS

vvvvvvvvvvvvvvvvvvvvv

v

EURECOM

ERICSSON Z

Smart, automated and reliable |
security services for 6G S GOHM

January 2024—June 2026
30 months, seven objectives, three use cases *3° Telefénica

Project Coordinator, Ericsson Research Turkiye

(i‘o-gmded by BGSNS Supported by SNS JU under Horizon Europe
the European Union Grant Agreement 101139068



Context

/

n

The native use of Al/ML across the
network is crucial for automating
decision-making, enhancing
performance, achieving zero-touch
automation, and ensuring end-to-end
security.
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Data Management and

Privacy

Efficient data management solutions
are necessary to support Al-driven
processes.

Ensuring privacy and security of data,
especially in Al systems, is a
significant challenge.

Trustworthiness and
Robustness

Trustworthiness in Al solutions is
prioritized.

Policymakers advocate for a human-
centric approach focusing on
transparency and explainability in
Al/ML systems
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Energy Efficiency

Promoting green and sustainable Al
methodologies is essential to minimize
energy consumption while maintaining
performance in Al-driven security
functions.
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Project ambition and scope =

Security for a 6G environment shaped by distributed intelligence.

Al for security Security for Al °
Detect and mitigate threats across Protect learning and model use against

network services and the physical layer. attacks and privacy leakage.

Automate security operations. Support explainability and efficiency.

Project _ _ o

commitments Threats and architecture (O1-02), security capabilities (O3—05),

use-case validation (O6), dissemination and exploitation (O7).
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Project Scope and Objectives

data-driven, AI/ML based {F—

security solutions ]

Allf

zero-touch network and
service management (ZSM)

o

fully automated end-to-end

smart network and service

security management

framework
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the security and
robustness of
distributed intelligence

privacy enhancements,
and transparency by
elaborating the
explainability in AI/ML.

green and sustainable Al
methodologies to optimize
the computation
requirements

trustworthiness and
resilience of 6G Radio with
PLS
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Work Package Structure

WP2: Use Cases, Requirements, System architecture and ROBUST-6G Dataspace

Use Cases, Use Cases, Feedback on
Requirements, High- Requirements, High- Features
Level Architecture Level Architecture /
WP3: Trustworthy and WP4: Zero-Touch

WP5: Al/ML Enabled

Technical Coordination
Outcomes
Exploitation

Sustainable AI/MLfor 6G Management for secure Physical Layer Security
Security 6G systems
Use Cases, Validation\
Architectural and
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Project Management and
Theoretical and Technical

KPIs/KVls, data

sets definition Components Evaluation

Feedback

WP7: Dissemination, Communication&

WP6: Integration, Implementations and PoCs
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Functional

Architecture
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Application #1

+ Service Request

Applications, External Consumers, Verticals

Application #2

Application #N

Security as a Service f

Exposure Framework
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Monitoring Configurations / z T hs . \
Zero Touch Security Management Layer \g_ﬁ Continuous Stream of Monftoring Data > SRR R
_ Management Layer
Network Security Security Y
Management e Orchestration f \
i/a R Data
; Management | Gl
Resource Security Closed Loops Plattarm _.
Orchestration Management Programmable
< > Pervasive
Data Security Monitoring
Threat Detection/Prediction & Incident Response : :
) &
Resour'ce Ne.twork Trustworthy Al services for zero-touch management DMQMM 2
Configurations
Trustworthy and Sustainable Al Services Layer
Data Fabric
Adversarial P:s':ancl::lg XAl Sustainable Enhanced
ML Services Al Servicas Services Al Services FL Services K /
( Al Service Management Layer ) I GMR
Trustworthy Al services for physical Layer Continuous Stream of Monitoring Data
Network Layer 6G RAN 6G CORE
Physical Layer Security Closed Loop
oW B =
> 3
Compute Infrastructure Layer
w—| ( ks Near Edge Central Cloud
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Three use cases éti

Each use case validates a different part of the project’s security scope.
Use case Validation focus End-to-end capability

UC1 Trustworthy decentralized Al Model generation, privacy and reuse
Physical and sensing-layer trust Authentication and key generation

uC2 Automatic threat detection Coordinated security closed loops
and mitigation in 6G-enabled loT environments

UC3 Security capabilities exposure Security discovery, XAl analytics
with NetSecaaS and service requests through APls

The three use cases yield five prototypes, including one integrated master prototype.
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Use case 1 — Al model trustworthiness evalua r

6G distributed scenarios

e Scenario 1-Decentralised federated learning for joint privacy-preserving ML/DL model training

® Scenario 2 - Physical and sensing layer trustworthiness and resilience

Reputation analysis between
ROBUST-6G Networks and
their entities

. e
ey e
™, ™ ., .-".
Network 1
Reputation analysis between y
ROBUST-6G Networks and

their entities

-------------

Ll
Network 2
Reputation analysis between
ROBUST-6G Metworks and

their entities

4mm)p  Reputation
-+ Model updates

{ Trustwort hiness
Network 3 evaluation
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Use case 2 - Automatic threat detection and

Ry ROBUST-6G

D) S

mitigation in 6G-enabled lol environments

® Scenario 1-Device violation to cause an economic harm (a)

e Scenario 2- Fraudulent usage of device resources

e Scenario 3-Device violation to cause an economic harm (b

- loT device fresh and secure sw
Image

- loT Platform reset

New |aT Platform deployment

-Temperature value
-Energy Consumption

ROBUST-6G
Data Fabric

.
Decision Agent

Switch-on of the
heaters exploiting

a compromised
Control plane

Mallory
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1st Loop:

- Deploymeant of network traffic analyser

2nd Loop (corrective):

- Flashing of loT devices
- New Instance of lot Platform deployment
- Mallory in blacklisted in the network gateway

Comprimission of
Smart Devices for
mining crypto
currencies

) & @D

15t Loop:
= [l - Lamp resources status
- Energy Consumption

2nd Loop:
- Data from network traffic

M ® analyser

Mallory

Zaro-touch Security
Management

ROBUST-6G

.
Decision Agent

ROBUST-6G

Data Fabric

—

Compromission of
the sensors to
provide wrong

values

- loT device fresh and secure sw

image
- loT Platform reset
New loT Platform deployment

Mallory
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loT, Platform/Devices data and
camera video streaming

A1y
-
@: T Waeather Data

3rd Party
Weather service

LAl AL

JULLL

Site B T

loT, Platform/Devices data and
camera video streaming

ROBUST-6G
.4 Zero-touch Security
i Management
Short Loop
Long Loop
dﬁb
Decision Agent A
9€
ROBUST-6G @_
Data Fabric <=
Decision Agent

with aggregated model

\ A
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Decision Agent B




Use case 3 (TID) - Security Capabilities Expos(%émausrss
with Network-Security-as-a-Service (NetSecaas).

Enterprise/vertical domain (apps, etc)

S CAMARA
e
i+ g THI TELCD Cudl&e &Fi ALLIAETE

AP| Gateway

(authenticatlion, access control, rate limiting,
validation, dynamic routing,..)

Supporting

services

(messaging...) N gemantic transformation & Workflow
adaptation engine

GSMA Open Gateway

ROBUST-6G
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Five prototypes and their combined contribution @RDBUST'SG

Four capability prototypes feed the integrated master prototype.

Prototype Project contribution

P1 Trustworthy Al Model generation, validation and reuse 5

P2 Multi-Layer Zero-Touch

Automated security across loT and networks 5
Defender
P3 NetSecaaS Gateway Controlled security service exposure 5
P4 Physical and Sensing Layer PHY detection, authentication 4
Trustworthiness and key generation

Combination of Al, orchestration,
PHY services and APl exposure

P5 Master Prototype

Four live demos at EUCNC 2026. The master prototype uses a recorded demonstration.
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Zero-Touch Secu rity Platform ‘@RC‘BUST-SG

~

Translates Security Service Level Agreements (SSLASs)

. g into deployable Security Services.
Pollcy Manager 0= ,
o\ SSLA Manager Ontology Manager SAPYA
GenAl4SOAR | ;; ;i | E Prygrf.mmrt::e
GenAl Gateway Catalogue Manager e Lo
Generates CACAO and OpenC2 compliant Collects, analyses, and exposes Telemetry and

Playbooks using a crew of Al Agents K Sy S Security Alerts across heterogeneous infrastructure.

Zero-Touch Security Orchestrator

Salla- 2
E@zh

&1 %
Secure Resource Orchestrator Security Closed Loop Manager
Manages the lifecycle and deployment of Instantiates, coordinates, and manages

cloud-native Security Functions. Zero-Touch Security Platform Security Closed Loops.
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Zero-Touch Security Platform wexiworks
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Generates CACAO and OpenC2 comp
Playbooks using a crew of Al Agents

e N

-

EURECOM

\

SSLA Manager

nslates Security Service Level Agreements (SSLAs)

Policy Manager

2l =

GenAl Gate N Catalogue Manager

Securi ntext Manager

ntology Manager

Y int,deployable Security Services.
9] Yo\ & .

University of

Progmmable M u rCia

onitoring Platform

Collects, analyses, and exposes Telemetry and
Security Alerts across heterogeneous infrastructure.

a-Touch Se¢ curity Orchestrator

Salln -

(o}

&ty

re Resource Orchest

Manages the lifecycle and deployme
cloud-native Security Functions.

Security Closed Loof Manager

Zero-Touch Security Plattorm
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Instantiates, coordinates, and manages
Security Closed Loops.




Security Closed-Loops Principles %#roBusTeG

Zero-Touch Security Platform

o (B &
Submit ——— EEQl} T CR—— @

> Policy Manager ([/ )
Security Service L‘l’$ﬁl

Level Agreement =%

&

Security Context Manager © :¢ Security Closed Loop Manager /
Deploys and Configure
Security Service
A4
/ Security Closed Loop(s) \\
provides
do | Analyse
Decide
Programmable
Monitoring Platform Managed
Infrastructure

collects ¥

actuates
OpenC2

\ e/

A
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Attack and remediation scenario

=

Programmable
Monitoring Platform

&
m— loT Alarm
Network Traces
) R
(
%ThingsBoard <

Security Closed Loop \

loT Alarm + NW \
Alarm
Correlated Attack
Knowledge SEEEELEES
B e |
0OC2 Commands

)

\ 4

w

OpenC2 TB
Actuator

Security Function j

~
~
T

Smart Office
(HVAC Devices)
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ROBUST-6G UC2 Scenario 1 - Smart Office

Smart Office with HVAC system managed
via Thingsboard (deployed on K8S)

(Phase 1) Security Service for loT and NW
Monitoring with zero-touch remediation is

deployed

(Phase 2) Attacker bruteforce the user
account (weak credentials) and
compromise HVAC logic.

(Phase 3) The security service automatically
remediates the attack.
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Phase 1

Security Service Provisioning



Standardization Actions

More than 100 standardisation actions recorded °

IETF

— YANG data provenance adopted in OPSAWG; COSE
signatures draft presented at IETF 122—-124 and
demonstrated in the hackathon

— Telemetry data manifest; network digital twin architecture in
NMRG/NMOP with semantic models and knowledge graphs

— \Verifiable geofencing and data residency in RATS
— Capability inventory in IVY

— SKEX BoF on symmetric key establishment: project acting as
proponent and convenor

3GPP

— SA3 study on security aspects of CAPIF Phase 3 and Phase
4

— Release 20 activities on security event handling

— 3GPP 6G Workshop: Zero Trust, post-quantum security and
an Al intent management layer reflected in the chair's

summary
| 2025-03-18 | Page 19
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ETSI

Contributions on data flows for intent expressions
and NDT applications

Evolution of ISG ETI (on encrypted traffic
management) towards TC CYBER

— Support to new work item on agent-based

networks in ISG ENI
Leadership of ISG ZSM

e Address NaaS, anomalies in closed loops,
autonomy as a next step beyond automation

e Alignment with ITU-T and IETF on security
enforcement, Al-native networks, and NDT
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Conclusion %7 roBUST-6G

e Benefits thanks to Al
A significant improvement in threat detection

* |dentify sophisticated attacks and network anomalies more quickly and accurately
« Automatic and secure orchestration mechanisms, real-time adaptations

» Responsiveness, better predictive and proactive mitigation capabilities for incidents
* French Partner
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